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A National Problem

= The Nation needs greater cybersecurity awareness and more cybersecurity experts.
= There is a lack of communication among government, private industry, and academia.

=  Many cybersecurity training programs exist but there is little consistency among programs, and
potential employees lack information about the skills needed for jobs.

=  Cybersecurity career development and scholarships are available but uncoordinated, and the

resources that do exist are difficult to find.

NATIOMNAL INITIATIVE FOR
CYBERSECURITY EDUCATION

The National Initiative for
Cybersecurity Education (NICE)

is a nationally coordinated a |:I I
effort created following the ['v ! =l

recognition in two Presidential

NATIONAL FORMAL CYBERSECURITY CYBERSECURITY

directives of the need for a CYBERSECURITY CYBERSECURITY WORKFORCE WORKFORCE
robust, competent AWARENESS EDUCATION STRUCTURE TRAINING AND
' PROFESSIONAL
cybersecurity workforce. DEVELOPMENT

For more infarmation an NICE, visit mm.r.nist_gougnice.
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The Challenge

TIMSS Mathematics Test Score Comparison (2007):
Avg. =500 Source: TIMSS (2007)
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The Pipeline
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Pipeline Stakeholders:

= Students

= Parents

= Teachers

= Educational Institutions
State, Local Government
Federal Government
Professional Organizations
Commercial Sector

Pipeline Substrates:
= Curriculum
= Ontologies, Taxonomies
= Standards
= Teacher Preparation
= Public Awareness
Education Technologies
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National Cybersecurity Workforce Framework

The Framework, version 1.0 published 22 August 2012, outlines 31 functional
work specialties within the cybersecurity field and is the foundation of the effort.

Framework Use: Numerous efforts are
underway to incorporate the Framework OPERATE

MAINTAIN

in education related activities nation-wide:

SECURELY PROTECT

AND
PROVISION DEFEND

= K-12 and beyond cyber competitions are
mapping their objectives to the KSA’s in
the Framework.

= K-12 cyber camps are focusing their INVESTIGATE

activities on the KSA’s.

= Higher learning institutions are mapping
their curriculum to the framework.

CYBERSECURITY

» Find the framework @ WORKIFORCE

http://www.nist.gov/nice/framework/ FRAMEWORK

NATIONAL INITIATIVE FOR CYBERSECURITY EDUCATION




Human Capital Managers:
Effective Strategies to Build Your
Cybersecurity Workforce
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AVARENESS
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Contact Information

Peggy Maxson Margaret.Maxson@hgq.dhs.gov

Find the framework @ http://www.nist.gov/nice/framework/
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