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Presenter
Presentation Notes
Instructor presents himself/herself, purpose of workshop. Let students know that they will evaluate workshop/presentation at the end.

Present goals for this lesson.

Say: “when you think about internet safety what do you think about?” “what things have you heard regarding Internet safety?” 
Answers will vary but usually focus around “don’t post ANY information, don’t give out any information, shouldn’t post pictures/bad pictures”—and usually someone mentions something about online predators
If time, can briefly explain quick overview of some of the items mentioned and say: “this is what I want to share with you today—what parts are accurate and what parts are not and the why behind some of these issues”

[some items (if mentioned) for example, say: “why don’t you want to give out information?”—explain that predators are actually not they key issue. While not to be taken lightly and not to say it hasn’t occurred—most interactions defined as “strangers” are not stereotype old men going after youth—strangers are actually kids the same age perhaps from another school. Might want to ask how anyone can have 3000 friends on facebook—they can’t so some of them are probably “strangers” –the real issue is identity theft (re: giving out information)—RULES OF THE ROAD don’t give out date of birth (w/ year) –SS#, credit card#, and mothers maiden name. Actually everything else can be goggled. Phone number, where live, go to school, siblings, parents info etc…
Also key is that a bigger problem is security issues (clicking on something with malware) and cyberbullying]

Say: “How many have heard the term C3?”   “How many recognize any of these words/terms in the Wordle slide?”
Explain the concept of C3 = Cyberethics, Cybersafety and Cybersecurity
Digital Literacy covers more than just cyberbullying or digital plagiarism  --while technology has wonderful benefits it has also brought challenges. 

Sometimes media and school programs have focused on select topics like cyberbullying or predators or plagiarism but there are many other topics AND there are different ways to address these topics---how they correlate with human behavior. For example, cyberbullying—school or other resources (media) has probably taught you what to do to help decrease your chances of being cyberbullied, or what to do if you are cyberbullied –these focus on cybersafety because they are something you can do to help yourself—but we also recognize that if we are REALLY going to solve the cyberbullying problem we have to start talking about why NOT TO BULLY—this is a different behavior—it gets at the persons moral values.
Ethics is intended to represent personal choice.  Using the analogy of riding a bicycle, ethically we choose not to ride on our neighbors grass.-or in the case of cyberbullying we choose not to bully .  Safety refers to safe practices, i.e. ride on the right side of the road, and obey traffic laws—blocking the bully—telling someone– saving the messages—not replying back to bully. Security refers to additional items we have to do, for example adjust gears and brakes—or updating email so can use the latest blocking techniques or turning on firewall . The first is a moral choice, the second is the way we behave, and the third requires further action, and each operates at a different cognitive level and therefore needs to be broached differently.  Clearly there is overlap between each, however, the subject matter and instructional approaches needed are different and are important to address.

That’s what we are going to discuss today


Online Reputation
Vianagement

How to protect, manage &
promote your online reputation


Presenter
Presentation Notes
Many schools like the ORM topic—as it presents a positive spin, yet can easily lead into other topics—skip this slide if allowing students to choose the topics/paths
It choosing the ORM focus—show digital dossier and then go directly to ORM slide #33


Digital Doessier:

Digital Dossier
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http.//youthandmedia.org/video/


Presenter
Presentation Notes

Students watch video.

Say: “You are going to watch a short video (developed by Kanupriya Tewari,), Digital Dossier found at  http://youthandmedia.org/video/. (or can google in YouTube). This video explores the issue of data collection from the perspective of a child born today – Andy – and the timeline of all the digital files he accumulates in a life span.

After viewing start discussion with students—”what did you know, what was new? Did you know this much information was collected on you?” the discussion can continue with discussion regarding Google—how the links change from blue to purple even after you have logged off and come back—how does it know? Cookies? History? 

Transition to next slide


Issues/In the News

« [Ime Consumption  * Inappropriate content

SCyLErbullyInG « Predators
« Sexting « Plagiarism
« [DAnNgerous

Upleads/OR
« SECURITY



Presenter
Presentation Notes
If the presentation is to focus on Online reputation management click ORM or do directly to slide #33
Otherwise ask students which topic they would like to talk about first

If parent presentation may want to include if time recent research/studies
Click on parent info or go directly to slide #16





SOCIATION

HoME

About NDAA Government Affairs Our Programs Training Publications Prosecution Assistance Membership

ALL UPCOMING
COURSES
NCPCA Home State Statutes
National
Conferences Keywords Statutes

r
Legislatio nitting the Use of Anatomical Dolls in
Child Abuse Cases (updated June 2010)

Customized .
Trainings Anatomical Dolls

Prosecution
and Defense

ErEis Animal Abuse Animal Abuse Statutes (updated June 2010)
State Statutes

CSE Case Law
Updates Statutes Mandating Autops in Child Death Cases

(updated May 2009)

Autopsies

Publications

CA.SE Child Autopsies and Death Review Team Summary Chart
Campaign
E-learning r
Child Abuse Child Endangerment | child Endangerment Statutes (updated July 2009)
Links

FAQs

r any subsequent offense in violation of Paragraph (A)(2]
4 this Section, the offender shall be fined not less than five hundred dolla
5 than seven hundred fifty dollars, imprisoned for not less than thirty days nor more
6 than six months, or both. Imposition or execution of the sentence shall not be
7 suspended unless the offender is placed on probation with a minimum condition that
8 he perform ten eight-hour days of court-approved community service.

MAINE

No distinction

MARYLAND

No distinction

MASSACHUSETTS



Presenter
Presentation Notes
Depending upon the state you are presenting in -------see http://www.ndaa.org/ncpca_state_statutes.html

Scroll down to Online Solicitation--Child Pornography—and Self Exploitation/Sexting

Here we illustrate how Maryland indicates no distinction between adult and child cases with sexting—under 18 are tried as adults regarding child pornography 

Also good time to discuss what happens—possibility to appear on sex offender list. “If you are listed there what will be consequences? Would colleges want you to enroll on their campus? Would someone want to hire you? What about security clearances?” 



http://www.ndaa.org/ncpca_state_statutes.html



Presenter
Presentation Notes
If have show Photograph can be bought at http://www.dvrcv.org.au/pip/?p=457
Otherwise perhaps short youtubes at 
http://www.youtube.com/watch?v=PZ8ci1DlVR4
http://www.youtube.com/watch?v=5JjJLqkyNDw

Discussion can include in the news cases of how things are tracked down—and highlighting that once something is digitizes its permanent– deleting not really an option
Tiger Woods
Brett Farve
Miss America 
Michael Phe

Transition to new topic—click on back arrow and have students choose another topic


Cyberbullying


Presenter
Presentation Notes
Say: “someone tell me what cyberbullying is?”  “give me examples of cyberbullying”


Cyberbullying Prevention
Commercial
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Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to
use for educational purposes with credit given
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Presentation Notes
http://www.youtube.com/watch?v=gnFkKOZiHZA&feature=related

http://www.youtube.com/watch?v=gnFkKOZiHZA&feature=related

Flash Vieb for Anti-bullying
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Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to
use for educational purposes with credit given
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Presentation Notes
http://www.dangerousminds.net/comments/think_pink_anti-bullying_flashmob_video_goes_viral/

http://www.dangerousminds.net/comments/think_pink_anti-bullying_flashmob_video_goes_viral/
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Presenter
Presentation Notes
Besides the examples given by students hear are a few more. Have students share/discuss if they are interested.

Say: “what are some of the issues related to cyberbullying?” – some might share suicide –but also mention depression


Cyberbullying

™

< 10% reported experiencing
cyberbullying in the previous
30 days.

« ~8% admitted to cyberbullying
others in the previous 30 days,

« ~ 5% were both cyberbullied
and the cyberbully in the
previous 30 days.

« As expected, these figures
Increase significantly when

See Handout

looking at lifetime experiences.

SameerHinduja and Justin W, Patchin (2003) www.cyberbullying us

Cyberbullying Among Middle-Schoolers
(=1963)

17.6

Recent  Lifetime Recent  Lifetime Recent  Lifetime
eyberbullyingcyberbullying cybarbully  cyberbully cybarbully  cyberbully
victim victim andvictim ~ andvictim


Presenter
Presentation Notes
Information can be found at http://www.cyberbullying.us/research.php
These slides are from 2008

Handout word file 
Formal comments on cyberbullying and sexting at the NCPC Event_handout.doc

http://www.cyberbullying.us/research.php
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Presentation Notes
On average seems to increase 6-7-8th grade
Girls cyberbully more than boys
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Presenter
Presentation Notes
See chart for items of interest for your discussion


inciting to perform illegal acts

15


Presenter
Presentation Notes
Laws= defamation of char—sexting—illegal acts—threats—most statues require threat (Physical harm) be noted for law enforcement to step in
Always keep messages (unless bad pictures) as proof –shows pattern


ntinued conduct as rebuttable presumption;

ne electronic commy 10D
: ). stallang”; penalties ...
Miss. CODE ANN. § 97-45-17( f messages through electronic media for purpose
causing mjury

dified as amended at

@ Unknown Zone | Protected Mode: On !

Cyberbullying Research Center
ihe Current State of
@yberbullving lLaws

Cyberbullying Research Center: A
Brief:ReView. of State
@Gyberbullving Laws and:Policies

NCAC Cyberbullying: Statutes and
Policies

National District Attorneys
Association State Statutes:
Cyberbullying

\What Can Schools Do To Combat
Cyber-bullying Without Running
Afoul of the First Amendment?



Presenter
Presentation Notes
Depending on state see links in slide to gain insight into laws/statues that apply


 
Question: “A significantly larger number of states passed bullying laws that include electronic harassment but not cyberbullying. Could you clarify why electronic harassment is not included under “cyberbullying”? What are the technical differences between the two?”
 
Answer: There is very little, if any, difference between “electronic harassment” and “cyberbullying.” We can only think of a few exceptions to this (for example one instance of harassment online might not be considered cyberbullying because we usually conceptualize ‘bullying’ as repetitive behavior). All we were trying to capture was whether or not the laws included the word ‘cyberbullying’ in them. As you can see, most did not. Either way, electronic harassment and cyberbullying are essentially synonymous when it comes to the content and intent of these laws.
 
Question: “Do those states that specify criminal sanctions criminalize only face-to-face bullying or cyberbullying as well?”
 
Answer: Under the criminal sanction portion of our chart, we only noted ‘YES’ for those states that have a criminal sanction for certain types of *electronic* harassment (or cyberbullying). We did not include states that just have criminal sanctions for face-to-face bullying or harassment, which most states do have (but are typically classified under “assault” and “stalking” statutes).

IN MD
Bullying law  YES
Update or law proposed  NO
Include cyberbullying  NO
Includes electronic harassment  YES
Criminal sanction  NO
School sanction  YES
Requires school policy  YES
Include off campus behaviors?  NO

http://cyberbullying.us/blog/the-current-state-of-cyberbullying-laws.html
http://cyberbullying.us/blog/the-current-state-of-cyberbullying-laws.html
http://msde.kent.k12.md.us/moodle/file.php/2/Module_VI/Legal/final-Bullying_and_Cyberbullying_Laws_20100701.pdf
http://msde.kent.k12.md.us/moodle/file.php/2/Module_VI/Legal/final-Bullying_and_Cyberbullying_Laws_20100701.pdf
http://msde.kent.k12.md.us/moodle/file.php/2/Module_VI/Legal/final-Bullying_and_Cyberbullying_Laws_20100701.pdf
http://www.ncac.org/List-of-Cyberbullying-Statutes-and-Policies
http://www.ncac.org/List-of-Cyberbullying-Statutes-and-Policies
http://www.ndaa.org/ncpca_state_statutes.html
http://www.foxrothschild.com/newspubs/newspubsArticle.aspx?id=14125
http://www.foxrothschild.com/newspubs/newspubsArticle.aspx?id=14125
http://www.foxrothschild.com/newspubs/newspubsArticle.aspx?id=14125
http://www.ndaa.org/ncpca_state_statutes.html

Proactive

« Positive behavior

« Proactively monitor

= ask to see websites and
accounts

« Search child’s real name,
nickname, Screen name,
friends name, school, clubs
etc.

= Check cell phone logs,
stored pictures

« Block It

= Use block settings
* Document it

= Listweb addresses/emails

and dates
s Screen shots

« Report it

= Local law enforcement

= CyberliplLine

= ISP of bully /cell phone

provider
* abuse@yahoo.com
« abuse@youtube.com

U
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Presenter
Presentation Notes
When sharing insight—also highlight proactive response

Left column for parents—although good to share with students what recommendations are made—so they do not think they are the only ones whose parents ask

Right column—suggested best practice recommnedations 
*** highlight cybertipline 
Also that standard format for recording abuse—is “abuse  followed by location “

http://www.missingkids.com/missingkids/servlet/PageServlet?LanguageCountry=en_US&PageId=2936
mailto:abuse@yahoo.com

The Berkman Center for Internet & Society at Harvard
ISTTE

hitpy/cyberdaw:harvard.edu/sites/cyberlaw:harvard:edu/files/ISiaikE Einall Report.pdrf:

« Final report of the Internet

. safety technical task force
Enhancmg 2008/2009

Child Safety

« The Multi-State Working Group
on Social Networking,
comprising 50 state AG asked
Task Force to determine the
extent to which today’s
technologies could help to
address these online safety
risks, with a primary focus on
social network sites in the US

&0 §¢ Berkman
= ) ._'.‘E 'r_rr( for Intemt & Society

Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for
educational purposes with credit given


Presenter
Presentation Notes
The Multi-State Working Group on Social Networking, comprising 50 state
Attorneys General, asked this Task Force to determine the extent to which today’s technologies
could help to address these online safety risks, with a primary focus on social network sites in the
United States. Task Force: leaders from Internet service providers, social network sites, academia, education, child safety and public policy advocacy organizations, and technology development

Go to next slide

http://cyber.law.harvard.edu/sites/cyber.law.harvard.edu/files/ISTTF_Final_Report.pdf

ISTTTE

Review of literature:

It Is going to take a village as well as technology: child
safrety experts, technologists, public policy advocates,
social services, law enforcement, schools, libraries,
community organizations, parents, caregivers, and
peers.

Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for
educational purposes with credit given


Presenter
Presentation Notes
Determined that it will take many interventions—not a tech solution


ISTFTE

«1 Are there technologies that can limit- harmful 'contact between children and
other;people?

All'eight social networking sites have mechanisms to report abuse

Most of the eight social networking sites have a review process and implement
technologies to prevent inappropriate or illegal content

Facebook uses a peer verification system for user groups targeted to kids under
18

Some sites do not let users change their birthdates
Blocked access for kids who actually say they are under 13
Restrictions for searching for minors
Non Technical Solutions

« Removal of registered sex offenders

« Amber Alerts

« Educational Resources and Safety Tips

Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for
educational purposes with credit given


Presenter
Presentation Notes
See bullets 


ISTTTE

Are there technologies that can limit the ability of children to access and
produce inappropriate and/or illegal content online?

» Some social' networking sites restrict access to age-inappropriate content

Are there technologies that can be used to empower parents to have more
control over and information about the services their children use online?

» Some social networking sites have parental controls

Conclusions:
= [echnology can play a role but should not be the sole input to improve safety
for minors online.
= I'he most effective technology solution is likely a combination of technologies.
= Any and every technology solution has its limitations.

= Youth online safety measures must be balanced against concerns for the privacy
and security of user information, especially information on minors.

Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for
educational purposes with credit given


Presenter
Presentation Notes
See bullets


ISTHTTE

* Top two findings

= Sexual predation on minors by adults, both
online and offline, remains a concern” but
“bullying and harassment, most often by
peers, are the most frequent threats that
minors face, both online and offline”

educational purposes with credit given


Presenter
Presentation Notes
KEY that parents are interested in
In many cases they have heard otherwise thru media 
Cyberbullying (and security issues/ malware and identify theft ) are bigger issues than online predators 


ISTTFE

« VIaking connections online that'lead to offline contact are
netinnerently: dangerous.

+ Internet-initiated connections that result in offline contact
are typically friendship-related, nonsexual, and formed
between similar-aged youth and known to parents
(Wolak et al. 2002).

* For socially ostracized youth, these online connections
may play a critical role in identity and emotional
development (Hiller and Harrison 2007).

educational purposes with credit given



YOUTH SAFETY ON A LIVING INTERNET:
REPORT OF THE ONLINE SAFETY AND TECHNOLOGY
WORKING GROUP

. OSTWG established to review and evaluate:

«  The status of industry efforts to promote online
safety through educational efforts, parental control
technology, blocking and filtering software, age-
appropriate labels for content or other technologies
or initiatives designed to promote a safe online
environment for children;

«  The status of industry efforts to promote online

P anar safety among providers of electronic
;m communications services and remote computing
) T services by reporting apparent child pornography,
Tiﬁmﬁmm including any obstacles to such reporting;
o0 i
(o " «  The practices of electronic communications service

providers and remote computing service providers
: W R related to record retention in connection with crimes
Youth Safety against children; and

LIVING INTERNET:

REPORT OF THE OMLIME SAFETY

B Gassslell - = + The development of technologies to help parents
shield their children from inappropriate material on
the Internet.

Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for
educational purposes with credit given
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Presentation Notes
YOUTH SAFETY ON A LIVING INTERNET:�REPORT OF THE ONLINE SAFETY AND TECHNOLOGY WORKING GROUP
http://www.ntia.doc.gov/reports/2010/OSTWG_Final_Report_060410.pdf

http://www.ntia.doc.gov/reports/2010/OSTWG_Final_Report_060410.pdf

GENERAL CONCLUSIONS & RECOMMENDATIONS
REGARDING PARENTAL CONTROL
TECHNOLOGIES

No single “silver-bullet” solution or. technological “quick-fix”
Empower: parents and guardians with diverse array of tools

“lLayered” approach to online safety that views them as one of many strategies or
solutions

Technical solutions can supplement, but can never supplant, the educational and
mentoring role.

Products and services need to be designed with the families’ needs in mind--easy to use,
accessible, flexible, and comprehensible for the typical parent. They need to provide
different features for the varying needs of all the children in the household.

Government should avoid inflexible, top-down technological mandates. Instead,
policymakers should focus on encouraging collaborative, multifaceted, multi-stakeholder
initiatives and approaches to enhance online safety.

Engage our youth in constant dialogue and always be willing to talk to them about difficult
issues, challenges, or content they face online.

Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for
educational purposes with credit given



Generation M2:
Mediain the Lives of 8-18 yr Olds

GENERATION M2
Media in the Lives of 8- to 18-Year-Olds

Kaiser Family Foundation

http://www.kff.org/entmedia/

Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for
educational purposes with credit given


Presenter
Presentation Notes
Another report parents/educators find interesting

2,002 respondents
• Ages 8-18
• Written questionnaire in the classroom
• Media use diaries: 702 participants
• Recreational media use only 

Kaiser Family Foundation
http://www.kff.org/entmedia/


http://www.kff.org/entmedia/
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Presenter
Presentation Notes
Say: “Before we go on ----thought would be interesting and fun to look at couple of minutes of media content --what students are in encountering on TV, computer, video games”
Stream online--- http://event.netbriefings.com/event/kff/Archives/20jan10media/index.htmletc…  start at 17 m

Need to get up and set prior to 

http://event.netbriefings.com/event/kff/Archives/20jan10media/index.html

Generation IM2:
Media in the Lives of 8-18 yr olds

« 8-18 yr — ave 7 hrs and 38 min (/:38)
using entertainment media across a typical
day (more than 53 hours a week).

« Due to ‘media multitasking’ they actually
manage to pack a total of 10 hours and

45 minutes (10:45) worth of media content
Into those 772 hours.

Kaiser Family Foundation Released Jan 20, 1010


Presenter
Presentation Notes
See bullet points


Mobile Media Consumption

« Over the past five years
= 39% to 66% for cell phones
= 18% to 76% for IPods and other MP3 players

= young people now spend more time listening
to music, playing games, and watching TV on
their cell phones (a total of :49 daily) than they
spend talking on them (:33)

educational purposes with credit given


Presenter
Presentation Notes
See bullet points



Parents and Media Rules

« 3 1n 10 say they have rules about how much
time they can spend watching TV (28%) or
playing video games (30%), and 36% say the
same about using the computer

« But when parents do set limits, children spend
less time with media: those with any media rules
consume nearly 3 hours less media per day
(2:52) than those with no rules.


Presenter
Presentation Notes
See bullet points



Heavy Media Users
Lower Grades
« Study cannot establish a cause and effect

relationship between media use and
grades, however....

« 47% of heavy media users say they
usually get fair or poor grades (mostly
Cs or lower), compared to

« 23% of light users

U



Presenter
Presentation Notes
See bullet points


Transition to next topic
Go back to slide and have them choose topic of interest OR if presentation is ORM go directly to slide #33


Symantec Study August 2009

DnlineFamily.Norton Kids® Top Searches of 2009

1 Emnail Favorite g Download More...

OnlineFamily.N rton

Your kids are online. You're in the loop.



Presenter
Presentation Notes
Introduce Security topic by asking.. Say: “ when you think about Cybersecurity what do you think about?” answers will vary, however, in many cases the focus will again be on predators and more in lines with “safety” tips. 
Steer the discussion towards security by prompting  with buzz words such as “what is spamming, spoofing, pharming, hoaxes….?”

Transition to next slid

Kids’ Top 100 Searches of 2009
http://onlinefamilyinfo.norton.com/articles/kidsearches_2009.php

http://onlinefamilyinfo.norton.com/articles/kidsearches_2009.php

=

2
3
4
2
B
[4
&
g

=k
o

Search the Web

Teaan (13-18)

Youtube
Facebook
Google

SE
MySpace
Forn

Yahoo
Youtube.com
eBay
Wikipedia

Tween (8-12)

Youtube
Google
Facebook
e

Club Penguin
Youtube.com
You Tube
Miniclip
Yahoo

eBay

What Kids Search For When They

T & Under

Youtube
Google
Facebook
Forn

Club Penguin
Yahoo
Webkinz

You Tube
Sames

Miniclip

Also Michael Jackson, Fred (Fred Figglehorn is a fictional character whose
YouTube channel has become a hit among kids.) & eBay

Top Ten Youth Searches: Symantec Study



Presenter
Presentation Notes
http://onlinefamilyinfo.norton.com/articles/kidsearches_2009.php

Interesting to note “porn” for 7 & under

Also note to parents/educators (even students) searching for porn/sex for 12-18 actually “normal” via child development


Symantec Study

a@TEST

)
L

Average number of threats per
site on the Dirtiest Web Sites list is
roughly 18,000, compared to 23
threats per site for all sites rated
by Norton Safe Web

40 of the Top 100 Dirtiest Web
Sites have more than 20,000
threats per site

Viruses are the most common
threat represented on the Dirtiest
list, followed by Security Risks and
Browser Exploits

Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for @

educational purposes with credit given
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Presentation Notes
Say“: “what’s the problem with viruses and malware?” 

“ have you ever received an email ---pass this along to 7 friends or you will receive bad luck?” “ever had a pop up box says you could win a free iphone” 
Discuss the issues related to this—identity theft—zoombie computers—key loggers 
How admin computer at home (one parent does banking etc.. ) should be separate from other computers

For a longer briefing on security see security PPT

http://safeweb.norton.com/safety
http://safeweb.norton.com/safety
http://safeweb.norton.com/safety

Online Reputation
Vianagement

How to protect, manage &
promote your online reputation


Presenter
Presentation Notes
Topic—go to next slide


Online Reputation Management:
Another Dimension to Digital Literacy?

Today most individuals’ lives are being
crafted, digitalized, collected,
recorded, archived and are
searchable

Digital Mining is IN!


Presenter
Presentation Notes
Say: “how many have heard about Online Reputation management?” “digital Mining?”

Lead into next slide


Online Reputation Management
and Monitoring (ORM

7% I: W hitpifenwikipedia.orgfwiki/Online_reputation_management By -| |G-

[&] Mostvisited | Custamize Links | ] Free Hotmail | wWindows Marketplace | Windows Media £7 Windows = vahoo! Calendar - mar. B GO HEW . COM

WIKIPEDIA
The Free Encyclopedia
navigation

Main pacge
Contents
Featured content
Currernt events
Random article

search

interaction
Apolt Vaikipedia
Community portal
Recent changes
Contact vikipedia
Donate to wWikipedia
Help

toolhox
Wihat links here
Relsted changes
Upload file
Special pages
Frirtable version
Permanert link
Cite this page

2 Log in / create account
article dizcussion edit this page histary

Online reputation management

Fram wWikipedia, the free encyclopedia

Online Reputation Management, or ORM, is the practice of consistent research and analysis of one's personal or professional, business or industry reputation as represented by the
content across all types of online media. It is also sometimes referred to as Online Reputation Menitoering, maintaining the same acronyrm.

Contents [hids]
1 What is ORM?
2What types of online media are rmonitored with ORM?
3 How can ORM positively or negatively affect a person or business?
4 Motes
5 References
B External links
T See also

What is ORM? [edit]

CORM is a relatively new industry but has been brought to the forefront of professionals' consciousness due to the overwhelming and many times unpredictable nature of both professional
Jjournalistic content and amateur user-generated content (or LIGC), the latter of which there is far more, and not the least because of the wide number wehsites that offer such an
opportunity to visitors, typically with very low barriers to entry--often just by creating a screenname, registering one's bithday and a geographical location, and providing a valid email
address to complete the account-creation process. Thus, the type of online content monitored in ORM spans professional, journalism sponsored by traditional news and media giants as
well as user-created and user-generated hlogs, ratings, reviews, and comments, and all manner of specialized websites about any particular subject, be it a person, group, company,
business, product, event, concept, or trend.

ORM partly formed frorm a need to manage consumer generated media (CGM)“]

As CGM grew with the rise of social media and other similar user-based online content aggregators, it began to effect search results more and more, bringing with it increased attention to
the matter of managing these results. 121

EEBay was one of the first web companies to harness the power of CGM feedback. By using user generated feedback ratings buyers and sellers were given reputations that helped other
users make purchasing and selling decisions. ReputationDefender was one of the first companies that offered to proactively manage online reputations. ClaimlD is another company that
early on presented services designed to promote personal ORM.

The L market for ORM will grow by around 30% in 2003, to an estimated value of £680 million 21

What types of online media are monitored with ORM? [edit]

Specifically, the online media that is monitared in ORM is:
Traditional/mainstream websites
Social netwarks (e.g. Facehook, MySpace, Beho)
Social news/bookmarking sites
Forumsfdiscussion boards
User-generated content (UGC)/ Consumer Generated Media (CGM)
Eloo



Presenter
Presentation Notes
Say: “Online reputation management must be real…it’s in Wikipedia!”
Good time to connect to wikipedia good place to start but look at references at bottom—are they good references 

Say: “ORM has been around for a while—politicians  and celebrities  have called it damage control.”

Next slide

http://en.wikipedia.org/wiki/Online_reputation_management

Professional Bios

“Information is the currency of democracy"

! ~ Thomas Jefferson

HOME PROFILE SERVICES CLIENTS PROFESSIONAL BIOS

JULIA T. SUSMAN



Presenter
Presentation Notes
Say: “its important to understand that telling youth  (or telling you—the student) to not post information is pretty silly. Especially since adults do it all the time. You are actually at a disadvantage if you do not have an online profile.”  “people use it to post a professional profile—and they post their full name and contact information>’�
Next slide

http://www.jeffersonconsulting.com/bios.htm?id=6

Linkedln Profiles

Basic Account. Upgrade

Linkgdﬁ Home Profile Contacts Groups Jobhs Inbox (1) More...

Wielcome, Robert WMertle - Add Connections - Settings - Help - Sign Cut

a Advanced

People ~ ||

Space & Satellite Courses - Training in space, satellite, defense, sonar, radar & systems engineeting! - Fram Jim Jenking

Edit Profile  Wiew Profile

Robert Mentle

Program Manager at Morthrop Grumman Information Systems
Baltimare, Maryland Area | Defense & Space

Current * Program Manager at Northrop Grumman Information
Systems [T

Fublic Profile http:ffwennwe linkedin, com/pubdrobert-mentle/4/120/317

Experience

Program Manager

Nerthrop Grumman Information Systems Cf
Public: Company; MOC; Defense & Space industry
Movember 2000 — Present (10 vears)

| have moved from technical contributor (digital signal processing, algorithm developrment), to
technical and personnel management, to Technical Task Order management, and currently
Program Manager with increasing amounts of technical, business, and financial leadership
requirements. | am currently supporting a classified program for a government customer.

Manager

Morthrop Grumman IT-TASCCf

Public: Company; MOC; Defense & Space industry
Movermnber 2000 — January 2008 (7 years 3 manths)

| originally joined Litton/TASC, which was then bought by Morthrop Grumman. ¥When TASC was

sold in December 2009, | remained with Marthrap Grurmman.

Ecducation

+ Forward this profile to a connection

= B E

——

SMALL JUST GOT BIG.

The all-new Chevrolet Cruze.

Leam more &

Robert's Activity

Robert Mentle has an updated current title: Program
Manager at Marthrop Grurmman Infarmation Systems

T minutes ago - Like « Comment + Send a message

See more Activity »

Robert's Connections (70)

Richard Lattanzio
economic advisor at the u.s. department of the treasury, office
of international affairs

Ashruf El-Dinary
Wice President, Commercial Applications

Paul Napier

o O SRV 38 e TSR B YRRVURY NSO e off 1 e TS PO
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People share information 


—

Our Version of
Normal

,‘ll
L\ L

sunday, august 31, Z00S8

Lilypie Expecting a baby Ticker

® ® ® ADHD & frustrated with school

izzy £2) HELF!! My oldest has the diagnosis of
ADHC-Inattention. He is not hyperactive, but
struggles greatly with the inattention side of it. He
loses homework Cin his locker, in his back pack, in
folders and even possibly a black hole), He doesn't

. / /
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Create personal blogs

http://ourversionofnormal.blogspot.com/2008/08/adhd-504-plan-and-public-schools.html

great

Tools
Advice
QA

Groups

Members

Browse

Grade Levels
Subjects & Schools
Education Topics

Parenting & Family

AD
Ads by Google

Columbia Academy
Freschool B wks - Pre-l<,
Tour Mow. Full & PT

Acadermics, Enroll Today.
columbigdacademy.com

La Petite Preschools
W'e Murture Lifetime
Learners. Enroll ¥ our
Child and Save $200.

LaFetite.com

Get Special Education
S0 beyond Special
Education with brain

Community Blogs

Invelved Parents. Successful Kids.

Welcome! | Sign In | sy School List

| Search community by kewword
lC}Schools l:?}l::cimmunity lC::'ﬂ\rticles

m Parent Community

Tou are here: Community Home = Elementary School = O & 4 = | need adwise for |[EP for § wearl old. ..

Watch Email | Print | A&dd to del.icio.us

Report it

dherbetko December 16, 2008
I need advise for IEP for 8 yearl
old boy with ADD->...

Read all & anzwers =

| need sugggestions for rmy son who struggles with ADD.. has a math
learning disability, HATES to write, is EASILY frustrated by failure, is
EASILY distracted. my IEP rmeeting is on donday... he attends a
private school but is dualL-enrolled in the public.. thanks.. Denni

What do you think about this topic?
Join the discussion!

Parent Answers to "'| need advise for IEP for
8 yearl old boy with ADD>..."

wiewe 8 answers: Mewest-Oldest, Oldest-Hewest SN
Display all answers

F

mypriority  January 16, 2009 Report it
teach him of the importance of 'his" best is all that is needed

Local Q&A

Top cities
Los Angeles
Houston

Phoenix
San Diego
Dallas

San Antonio
tAiarmi

Chicago
San Jose
Mesw vark

Browse questions about

& Local Q&A is brand new! what dao vaou
think? Give us vour feedback in our
feedback forum.

Free Children Software CD
Ciwver 50 fun, educational activities &

garmes on incredible CD - Free
FreeSofbwareCD.onet

Child Behaviour Problems?
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Engage in community activities  


SNS Pages

Home  Profile Account ~

facebook =

ﬁavitllla Pruitt- £ News Feed Top News - t Recent @
Mentie

Edit My Profile

planning?
- and what
Events 2 T America ca o to prot our al i ructure a t We'r EUS&SC nce and Enginee

Friends

People You May Know

2, Add as frie

Eric Scha ub
E||

proud of all of you!! th
perb facility at Hadley

ert Mentle - Poke Bac

Get Connected

A# Chat (1)
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Have SNS pages to connect with friends and family


Help Lists

news orleans craiqslist = lost & found

search for: | |in [1ost & found v|[ Search ] O only search titles

[ has image

[ PERSONAT. SAFETY TIPS ][ AVOIDING SCANS & FRATID ] [success story?]

[ Tdon, 26 Jan 21:25:25 ]

Mlon Jan 26

missing -

LOST WATLLETI EEWARTD TF FOTINIMII - fnew arleans)

TWeausx-Teaus is shill Tfissing - (Gretna)

Eeagle-Jurmy Whlliatnson - (3t Bernard Parish)

LT TIGEERE CAT - fuptown/tulane)

Lost Fermale Cat - (tHarvey-Barkley Estates)
Lost Iale Cat - (Harvey-Eatlkdey Estates)

I posted about the fluffy orange tabby - (Prytanialena)

Sun Jan 25

CASH REWARTI CASH REWARTII - (Mew Orleans)

LOET DOGE - daudubon)

lost bike lock in washinton park -

Found: Black Pomeratian - (Algiers Point)

lost Seny Camera - (St Charles Avwve)

Sat Jan 24

Found Abnost a Year ago Black/brownsh persian cat - (IWetairie Mear Bucktow)
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Find out information quickly


= Puppy: Cam
GeegleFacking
YouTube

=
Yuu Tuhe l:l ch e | Upload Create Account ~ Signin

Annoying Orange Wazzup 3: Bonsai Tree

QTH%'E‘J@E% 45 videos [¥

Upload Create Account | SignIn

< . { NEW ALBUM FROM FRED
S incuoes A K » r By
‘ | NEVER-BEFORE-SEEN /5 ‘W:’s M)
b ,m\i FRED VIDEO AND MUCH MORE! et Lo
Y

ON ITUNES!

e B S
¥ : £ DIGITAL mwmom)}3i Ocnboina

"W AT "- Lf VIEEEER "W L7 VIEDEER

Fred Figglehorn

;i : Subscribe
red's gl

realannoyingorange §,2010
Orange andthe gang meet Bonsai Tree! RETWEET: hitp:/ibit

e Q + a7

Flex Videos
Get Specs, Price, Pics, Video And More at the Official Ford® Site
@  www.FordVehicles.com/Flex

Orange: Orange

Info ¥ Favorite + Share

Playlists " Flag
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Share creative activities 

Say: “who knows what google hacking is?” 
To learn more see http://en.wikipedia.org/wiki/Google_hacking

Puppy cam http://www.youtube.com/watch?v=pCMZRUWYMac

Make the connection that once digitized information can be retrieved
KEY*** Say: “how many of you have a web cam?” 
Then explain that if webcam need to 1. have a password to access (change default if haven’t already); 2. log off or at minimum place sticky note over when not using because….
Transition to next slide…



http://www.hackersforcharity.org/ghdb/
http://www.youtube.com/user/Fred
http://www.youtube.com/watch?v=6Cad53S2LkQ&feature=rec-LGOUT-exp_stronger_r2-2r-3-HM

Hidden Video
Cameras

Looking For Hidden . o . .
Video Cameras? Business hotel Mountain view Ski fields fixed cam Pakcing room

Search For The Best h d undefined undefined undefined

Deals Around. X X
FreshDeal

I'm Johnny. | Hack Stuff

GHARITY.ORG

Home Hackers rity  Johnny Getlnvolved  Informer GHDB
Where i all bagan Seriously? He hacks stuff Do Something. Go Backstage. Google Hacking Central
tha tha tha
GHDB undefined undefined undefined undefined
Donor Wall
forums
Donate to the Wall

Advisories and Vulnerabilities

tha tha tha tha
undefined undefined undefined undefined

Eror Messages
X X
Files containing juicy info
Files containing passwords
i 0 e

Files containing usemames

[ |
Contribute to this web cam viewing list by emailing details of interesting webcams to webcams@ntsecurity.cjb.net
Footholds gl ; nd guys, scenery, beaches and offices the only thing ng is the chance to chat to the people you see. Maybe a

page would be useful for the cam viewers. Let me know. Google Search for inurl:ViewerFrame?Mode=

Pages containing login portals

Live Panasonic Webcams Home inurl:"ViewerFrame?Mode= More Web Cams at WebCamCity

Pages containing network or winerability data

Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for
educational purposes with credit given


Presenter
Presentation Notes
Google hacking allows one to not only find security holes but also search for active web cam… 

Hackers for hire ht

Transition to next slidetp://www.hackersforcharity.org/ghdb/ is website that has collected security glitches and also open live webcams 

http://www.hackersforcharity.org/ghdb/

In the News. ..

Welcome Guest. |

R55 FEEDS

I

InformationWeek s Pk, [

THE BUSINESS VALUE OF TECHNOLOGY [SEARGCH Go

DIGITAL LIBRARY

SECURITY MOBILITY INTERNET CI0O CENTRAL REPORTS & AHALYTICS

= Privacy = Attacks/breaches +» WVulnefh ies » Application Security » End User/Client Security » Perimeter Security » Security Administration/Management
* Storage Security = Encryption = Secfirity Reviews + All Security Stories = Security Blog » Security Discussions

E3) E-mail this page | S Print this pafle | (3 eookrARk o 22 87 ] | (M Take Us With You | b/ Buzz up! CAREER CEHNTER

Ready to take that job and shove it? Open | Close
Monster.com Hit With Posggble Monster-Sized Data Breach

The company declined to cite the mhber of affected accounts, raising the possibility that every

Monster user could be affected. Tec hcareers

gy Thomas Claburn Reach the Best Talent in the Industry

Featured Security Resource
In addition to having lost their jobs, Monster.com job seekers may have lost some of . . . ]
their personal information to cyberthieves. 3 \ Application Delivery Hetworks: The Hew Imperative for
'L IT Visibility, Acceleration and Security
tMonster reported Friday that cybercriminals had breached its database and stolen . Learn why a comprehensive approach to seeing, accelerating
contact and account data, including user IDs, passwords, e-mail addresses, ( i and securing your network traffic is essential to meet the
names, phone numhbers, and demographic data. This last category includes date of s I challenges of consolidating resources and supporting a maore
birth, gender, ethnicity, and in some cases, the state where the person resides. mokile workforce. read more »

A osirmilarwarning was posted on LISAJobs. gow,

- afederal jobs Web site that depends on Monster as a technology The Latest Security News
White Papers provider.

» Special Report on Modernizing = Heartland Paymment Systemnms Hit By Data Security
Messaging Infrastructures A spokesperson for Monster declined to cite the number of affected Breach
w Shernatives for Securing Wirtusl accounts, raising the possihility that every Monster user could be » Data Breaches Booming
Metweorks affected. She said the number of users of the site is proprietary
business information, as if revealing the breach total would reveal the
Webcasts total number of site users.

more Security articles =

= Calculating Todayﬁg]s Strong

thentication ROl The possibility that most of site's users could be affected is

o ) consistent with the company's decision to notify users of the breach
= Clickjacking and Brovwser wvia a posting on its Web site rather than an e-mail message. "vwWe

Security thought it was prudent to notify them all" the spokesperson said, Let us make IT

Fail adding that certain job seekers outside the Uinited States, such as
- e s ; . et et \ warwrls Ao A Fr v sea
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Say: “key is that once things are digitized..they are permanent.”

“even companies are not immune.” 

Next slide


Few Secrets

On la=st.fm: Check Out MGMT's Musiz, Photos & Yideos Iogin | join CRET

CdWMOIleycom -

Home BusinessNews Markets  PersonalFinance  Refirement  Technology  Luury  Small Business  Fartune Yideo  MyPortfalio  ChIN.com Downloads

Ham

DIGITAL TITY

An ongoing conversation about technology and urban spaces.

American Express earnings plunge 79%

Profits at the credit card issuer plummet in the latest quarter and fall short of
analysts' expectations.

Subscribe to the Digital C
podeast

EMALL | PRI 8

AMERICA'S MONEY CRISIS

"R
vsponsered

Laptop Deals
Fi

Browse Cisco's Podcasts
utting Ed

v
%% 1988 1978 1968 1958

Avoiding the next crisis

=
B clagsmates-com

Fartune &0
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Say: “few secrets anymore.”

Next slide


Organizations Footprints

Online Exclusive! Real Deal.
Get cool phones, Free
i o P P

5‘! et O R

Home AboutUs Capabilities Careers Media/Cs icati Investor

Corporate R ibility Contact Us

About Us Communities Industries Employers JobSeekers Advertisers  About NationJob™ BJScout™ Resources

(2. nurse, 3l

Job,Search:

Google Translate
8

Fire Alarm and Life Safety System Technician
Johns Hopkins University Applied Physics Laboratory

Job Location:
Job Type: Ful-Ti
Department:
Facility.

Get the enV/®?

“492-

+ Electronic Systems :
h ‘ it d Business Sectors »

+ Information Systems
orthirap Gr P
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Say: “organizations maintain their online reputation as well..”

Next slide


Topics

CHRO and EEQC
Class &ctions
Common Law Issues

Discrirnination and
Harassment

HR issues

Laws and Reqgulations
Legislative Issues
Litigation

Restrictive Covenants
wage and Hour
wage and Wworkplace

Archives

Search

Enter keywards:

s

Subscribe EY

Add this blog to your feeds or
subscribe by email MORE...

Recent Updates

Law Blog Rankings - A
Caweat and a Thank vou

U=, Supreme Court Rules
that Answering Questions in
Internal Investigations Is
Protectable Under Title WII
Retaliation Prowvisions

FPresident Appoints New
Chairs of EEQC and MLRE

onnecticut Employment Law Blog

MEW & NMOTEWORTHY DEVELOPMENTS IMN THE LABOR & EMPLOYMENMNT LAW FIELD

Published by Daniel A. Schwartz of Pullman & Comley, LLC

Honmie = HR issues = Conducting Discowvery in Discrimmination Claims; Are Social Metwarking Sites Like
Faceboolk Off-Limits or Untapped Treasure Trove?

Conducting Discovery in Discrimination Claims; Are Social
Networking Sites Like Facebook Off-Limits or Untapped
Treasure Trove?

Posted an Movernber 13, 2008 by Daniel Schwartz

& fascinating article yesterday in Lavw.com entitled “Are Social Metworking
Sites Discoverable?” is well-worth a read to any company invalved in
litigating against former or even current employees,

Ernail This
Frint

Comments (23

While the authors write in the context of a product liability case, the
Trackbacks

premise and subject is equally applicable to claims involving employees as
well as the conclusion that information on these sites is likely discoverable:

Althiough these sites provide users with a sense of intimacy and community, they also
create a potentially permanent record of personal information that becomes a virtual
information bonanza about a litigant's private life and state of mind. The converse thus
becomes the moral for litigation counsel —- this new generational fount of potentially
discoverahle information should be high on the list of priorities whean evaluating a new
matter.

&~s a result, the authors suggest that defense counseal use some of these practice tips including
running searches on the individuals and o

witnesses and investigating whether any of the

key plavers use social networking sites. and if

so, ask for information about postings and make

a request that such information be preserved.

I’ d Ele[sReslil = |ist of to-do items, a consideration
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Say: “also important to understand that things you post online can come back to haunt you later in life. Today, lawyers also taping into using / collecting information for their cases.”

Next slide 


Digital Footprints

« Personal blogs

* Professional blogs and websites

« Social networking sites

« News

« Recruiting efforts

- Presentations ,:\tr:%l:jr’]taorirlﬁ\i/gei;a:SDgartca;\Wrir;]agde, collected,


Presenter
Presentation Notes
Say: “information once digitized becomes permanent. These are digital footprints you leave behind. They include blogs, websites, social networking posts, and pictures. They also include everything you have every posted. I guarantee, if any of you run for political office in the future—anything silly you have posted will surface. People make money sharing with Paparazzo.”

Transition to next slide


Shape your message....

Self-literacy:

A new dimension to digital literacy

« Blegaing
- : What message do you
Fligir want the world to see?
« Y oullube friends/family
3 D) teachers/coaches
=il employment/internships
« VVikipedia
How do/will you manage your
* [Facehook online reputation?
« witter

Don’t forget others can tag,
comment, link, archive &

Copy

Most of us have histories online


Presenter
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Say: “so we need to know how to shape our message and online presence. What message do you want the world to see? friends/family? teachers/coaches? employment/internships? If you post something and you don’t mind your parents or grandmother or next door neighbors parents or girl/boy friend’s parents seeing or your pastor/rabbi seeing , then you are probably OK. But if when you think about it you get a funny sick feeling in your stomach, you probably don’t want to post it—if you have delete it. It can still be found but delete to help decrease the impact.” 

“also think about what the company you keep is associated with you. If you have ‘friends’ on your facebook site that start to share information that’s awkward  –racial comments, inappropriate pictures, you may want to think again about keeping them as a friend. These get achieved and could come back and haunt you later in life.”

Share examples with students—politicians, celebrities, criminals who have been caught or indicted  due to evidence collected online. Connecting the dots between people’s communication online via texting or email or SNS that leads to arrest. Also a good time to share the connection with information and employment and security clearances etc…

Next slide


https://www.blogger.com/start
http://www.flickr.com/
http://www.youtube.com/
http://digg.com/
http://en.wikipedia.org/wiki/Main_Page
http://www.facebook.com/
http://twitter.com/

Knoew your story online...

« Search well and search often

« Don't wait until something bad or
embarrassing happens


Presenter
Presentation Notes
Say: “it’s important to know your online story line. You need to search well and search often. Don’t just wait until something embarrassing happens.”

Next slide


Whoram |17 Seli-Googling 101...

X 3 pruit-mentle - Google Search - Mozilla Firefox
File Edit ¥iew History Bookmarks Tools Help

@ - ‘=t I: 24  http/feesens google comyfsearch?hl=endclient=firefox-af channel=s&fs=org mozilla®3Aen-US 2% 3A0ficial 2g=+pruit-mentle &b 77 - | |[Gl~
L&) Most Visited |j Customize Links |j Free Hotmail |j Windows hbMarketplace |j windows hedia &7 Windows S vahoo! Calendar - mar. & GO HRW. COhk4

Web Images Mkaps Mews Shopping Smail more v

Google [pruitt-mentie | (Search | Alinssasean

ResuUlts 1 - 10 of about 173,000 for pruitt-mentle. (0.44 seconds)

Web

Did you mean: pruitt-rmenital

Davina Pruitt-Mentle (University of Maryland) | EDUCAUSE

Davina Pruitt-Mentle is Director of Educational Technology Folicy, Research and Outreach
(ET-FPRO) within the College of Education at the University of ...

educause edu/node/d5839 - Similar pages

Davina Pruitt-Mentle - Linkedin

Wiew Davina Pruitt-Mentle's professional profile on LinkedIn. LinkedIn is the world's largest
business network, helping professionals like Davina ...

wanney linkedin, comdpuby 77501 - 13k - Cached - Similar pades

Davina Pruitt-Mentle News & Articles on washingtonpost.com

MMore search results for Davina Pruitt-Mentle on washingtonpost. com ». Davina Pruitt-Mentle
Ardicles. on the WWeb. MNo Results. Davina Pruitt-Mentle Elogs ...

wirsna wiashingtonpost comifac 2relatedftopic/Davina+ Pruitt-Mentle - Similar pages

poc) Davina Pruitt-Mentle - CV

File Format: Microsoft Vvord - View as HTWL

Pruitt-Mentle, O, (2006}, MNew Immigrant and Low-1lncome Parent and Student Woices on ... Pruitt-
Mentle, Davina. "Analysis of Reactants That Lead to Thermal ...

wainn ectechpolicy . org/Bios/DPM_Z2007_3_ 05 CW . doc - Similar pades

iroF] Davina Pruitt-Mentle serves as Director for Educational Technology ...
File Format: PDF/Adobe Acrobat - Miew as HTHWL

Davina Pruitt-Mentle. Director. Educational Technology Folicy, Research and Outreach ... Dr
Pruitt-Mentle has 19 vears of teaching experience, including 12 ...

wienel ediechpolicy org/Bios/20058_davina_ OV pdf - Similar pages

kore results from wawww editechpolicwy . org =

Ed/ITLib Digital Library — Search Results : Author=Davina Pruitt ...

Davina Pruitt-Mentle, University of Maryland, US4, Abstract: Results and educational implications

Done
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Say: “how many have googles yourself? How often?

Next slide


A Second Opinion...
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Presenter
Presentation Notes
Say: “it is important to also use a second or third search engine---besides just Google.”

Next slide


VWait a minute. ..

"I IN A

view in same window

minimum
th



Presenter
Presentation Notes
Depending on audience 

Next slide can skip this slide or discuss how if name is unique it’s interesting what one may find. If name is more common may have to filter a little more.” 


Sounds like a full-time job...

Alerts are your friend

* Vlany: USers are naive or unaware of their
own digital footprints

« Setting up automatic alerts saves time and
keeps you in the know


Presenter
Presentation Notes
Say: “all this sounds like a full time job. But there are tools and strategies that you can use to help manage your online reputation.” 

Next slide


Vianage your Online Reputation
(ORM)

« Positive = Veoenthe Wenb
« Sell yourself x Jirapit.com

« Check s REpUlation.com
2 GoogleAlerts « VetalRabbitVedia.
= IWIlErECom com

= Y.Oul.com

(Suggestions from LifeHacker)
http://litfehacker.com/357460/manage-your-online-
reputation



Presenter
Presentation Notes
Say: “most importantly, you need to present a positive self image of yourself. However, remember others are also posting things about you or where your name/picture has been tagged. So it is important to monitor and check.”

Say: “How many of you are familiar with Google Alerts?  Just Google  Goolgle Alerts (http://www.google.com/alerts) . Once it come up type in your name (or name of child if speaking with parent group) and list email you want to be notified. If anything some up with that name you will receive email or text alert and can keep up with what’s happening. “

Other monitoring resources….

Twilert sends you regular email updates of tweets that have your specified keyword. It could be your name, your website, your brand, or anything else.
Yotify lets you create your own “˜scouts’ and send them out to track things like job postings, deals and discounts, news, videos, and anything else that can be tracked with a tag across a slew of popular websites. http://www.yotify.com/
echnorati is an Internet search engine for searching blogs, competing with Google and Yahoo. 
Co.mments Uses a bookmarking system to track comments so users can follow their conversations across blogs. 
Monitorthis = With MonitorThis you can subscribe to 20 different search engine feeds at the same time. Enter a search term and click the 'make monitor.opml' button to get a list of rss feeds in OPML format. RSS feeds of the following search engines are currently included: 

Next slide

http://www.google.com/alerts
http://www.twilert.com/
http://www.yotify.com/
http://www.google.com/goodtoknow/manage-data/me-on-the-web/
https://itunes.apple.com/us/app/trapit-for-ipad/id540899535?mt=8
http://www.reputation.com/reputationwatch/articles/how-find-out-who-searching-you-online
http://www.metalrabbitmedia.com/
http://www.metalrabbitmedia.com/
http://lifehacker.com/357460/manage-your-online-reputation
http://lifehacker.com/357460/manage-your-online-reputation

Vianaging Your
Online Reputation

« Vulti-tiered strategy that includes the
fellowing:

« Vonitoring third party information others put
on the Internet about you

« Controlling information that you put on the
Internet

= Controlling which search results rise to the top
of search engines


Presenter
Presentation Notes
http://www.reputation.com/reputationwatch/articles/how-find-out-who-searching-you-online


=
Enter in a person's e-mail address,

and the site will conduct a search

% People Search | Find People | .| +

Uncover personal photos, videos, and secrets... . Home Business Law Enforcement Recruiting

spokeo

Uncover personal photos, videos,
and secrets... GUARANTEED

Supported Services

Try it FREE!

UNCOVER
PERSONAL

PHOTOS + VIDEOS

- SEARCH 40+ SITES IN SECONDS lked Y[ imeem® | PANDORE @M flicke  amazon  ding
Seeto h . .
EE.M:..; er B

PCWorld

Terms  Help  Contact



Presenter
Presentation Notes
Say: “Another resource is spokeo.”  enter your email address, name or phone number and see how much you can find out.” 

Say: “Just like you might be looking for information about you—others can find just as easily.”

Next slide

http://www.spokeo.com/

=
VWhat we know about our footprints

VWho we look for online

% of internet users who say they have searched for
information about the following groups:

Someone from your past or someone you have lost 36
touch with

Friends 26
Family members 23

Co-workers, professional colleagues or business 19
competitors

Neighbors or people in your community 17

Someone you just met or someone you were about to 12
meet

Someone you are thinking about hiring or working with 1"

Someone you are dating or in a relationship with 9

Yes to at least one: 53
Pew Internet & American Life Project (2008)


Presenter
Presentation Notes
Say: “ the Pew Internet & American Life Project in 2008 (new results coming out in 2010) did a survey asking what they searched for. 36% say they search for past friends or contacts—person they have lost touch with. However, two important searches are co workers or business competitors and someone thinking of hiring someone (doing background searches).”


Next slide


Microsoft/Cross-1Tab

« Studies how recruiters and HR
professionals use online

g 0roce-tah reputational information in their
- candidate review processes, and

how consumers feel about this

use of their information. It

' o iInvestigates the steps consumers

Online Reputation in 8 Connected take to monitor and protect their

nline reputation.
World online reputatio

B

http://www.microsoft.com/privacy/dpd/research.aspx

Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for
educational purposes with credit given


Presenter
Presentation Notes
Say: “2 questions often asked are ..do colleges look for information? And do employers look for information.”

Discuss college admin—small schools yes, large schools no EXCEPT if you have scholarship or internship or sorority/fraternity. They do not want to give out something and then it comes back to haunt them later. Also student
Admin usually run by GA’s and they usually have SNS sites set up to recruit—so they then have access to your SNS when friend.  

Say: “what about employers…?” 

Say: “MS did a cross tab study to see how recruiters and HR professionals use online reputational information in their candidate review processes, and how consumers feel about this use of their information. It investigated the steps consumers take to monitor and protect their online reputation. “

Next slide


http://www.microsoft.com/privacy/dpd/research.aspx

The Recruiters and HR



Presenter
Presentation Notes
See bullets


Percent of recruiters and HR professionals who use these
types of sites when researching applicants

search engines

Social networking sites

Photo and video sharing sites

Professional and business networking sites
Perzonal Web sites

Blogs

Mews sharing sites (e.g. Twitter)

Onlime forums and communities

Viroual world sites

Web sites that agsregate personal
nformation

Online gaming sites
Professional background checking services

Classifieds and auction sites

Mone of these



Presenter
Presentation Notes
Note or highlight stats


Types of Online Reputational Information That Influenced
Decisions to Reject a Candidate

Concerns about the candidate’s lifestyle

Inappropriate comments and text written by
the candidate

Unsuitable photos |, videos, and information

Inappropriate comments or text written by
friends and relatives

Comments criticizing previous employers,
co-workers, or clients

Inappropriate comments or text written by
colleagues or work acquaintances

Membership in certain groups and networks

Discovered that information the candidate
shared was false

Poor communication skills displayed online

Concern about the candidate’s financial
background

Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for
educational purposes with credit given



Presenter
Presentation Notes
Note or highlight stats

Transition to next slide


Questions

« Can't | just delete 1t?

Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for
educational purposes with credit given


Presenter
Presentation Notes
Say: “can’t we just delete it.”

Start discussion with audience regarding how to retrieve online information
Businesses are in the business of achieving data and data mining

Next slide


ALL Digital Media becomes a Digital Fossil
WaybBack Machine

3 Unrversity of Manyiond o1 College Pork - Mozilo Firefux
Eie o tielp

85 billion pages

UNIVERSITY OF 4§

e — e —— MARYLAND
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s v P
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s & visito
3 | international programs |

Mihighis =

Soarch the infarh

s
WOMAN BY WOMAN: New Hope for
he Villages of I

buzzing 04 d Enter Web Address:
0B r

Tronsfaring daia vorm wab orch

esults for Jan 01, 1996 - Jul 31, 2008
0 1

01

educational purposes' with credit given


Presenter
Presentation Notes
If possible connect and go to waybackmachine—otherwise assign as “fun” HW activity 

Type in favorite URL and give it time to load—the old webpages (even with things no longer available) are still there  (and yes facebook to—interestingwhat facebook looked like many years ago) 

Next slide

http://www.archive.org/index.php
http://web.archive.org/web/*/http:/umd.edu

n%\TlnEye Updates Goodies APl About Press Blog Forum Login

TmEye
Reverse Image Search. Learn more ®
(1N
)u'n‘

Upload your image Enter image address

OF  paste URL nere (page or image) $aareh

Interesting searches: Abbey Road caver, Engineer Barbie, Mona Lisa

Wk Ak A g
free,8ig ow T\ ' * l w
o dreomsb
)| J- 2 JA QT I

Dreamstime.com Ads by Google

C f with U
Latest News and Updates onnectwitn Us

Tinkye Image Analtcs Plugins available for Safari and IE E Follow us on Twitter

Register

n Become afan on Facebook
56 million new images added to TinEye Firefox Chrnme

2| Follow us on Posterous
Participate in our Forum

: i
Idée Labs TinEye Newsletter Send feedback or say hil

Enter your email address to subscribe to our

(ur ldée Lab showcases our visual search and TiEye newsleter Help Us Grow

imane recoanition technolnaies Gn ahead

€) Intemet | Protected Mode: On



Presenter
Presentation Notes
TinEye—another site to show and share or assign as fun HW

Say: “Let’s say your fiend posts a picture on their facebook and it really is not great for you, so you ask them to take it down. You grab the picture before they delete it and go to TinEye and load the picture and it will tell you where the other online locations of the picture might be. “

Next slide

http://www.tineye.com/

Feedback

BPERSONAS

~~HOW DOES THE INTERNET SEE YOU?

WHAT IS PERSONAS?

Personas is a component of the Metropath(ologies) exhibit, recently on display at
the MIT Museum by the Sociable Media Group from the MIT Media Lab (Please
contact us If you want to show it next!). It uses sophisticated natural language
processing and the Internet to create a data portrait of one's agaregated online
identitv. In short, Personas shows you how the Intemet sees you.

HOW DOES IT WORK?

Enter your , and Personas scours the web for information and attempts to
charactenize erson - to fit them to a predetermined set of categories that an
algorithmic ess created from a massive corpus of data. The computational

process is wisualized with each stage of the analysis, finally resulting in the
presentation of @ seemingly authoritative personal profile.

PHILOSOPHY

In a world where fortunes are sought through data-mining vast information
repositories, the computer is our indispensable but far from infallible assistant.
Personas demonstrates the computer's uncanny insights and its inadvertent errors,
such as the mischaracterizations caused by the inability to separate data from
multiple owners of the same name. It is meant for the viewer to reflect on our
current and future world, where digital histories are as important if not more
important than oral histories, and computational methods of condensing our digital
traces are opague and socially ignorant.

CREDITS
Parsonas was created by Aaron Zinman, with help from Alex Dragulescu, Yannick
Assogba and Judith Donath.

@@@ Where not in conflict with existing laws and licenses, the visual

e rc sn design and output of Personas is licensed under a Creative
. Commons Attribution-Noncommercial-Share Alike 3.0 United States
License.

SCREENSHOTS



Presenter
Presentation Notes
Say: “another interesting tool is personas (http://personas.media.mit.edu/personasWeb.html)--developed at MIT. Type in your name it searches the web for anything and everything related to your name and shares a graphic about your online presence.”

Next slide

http://personas.media.mit.edu/personasWeb.html

Tleday’'s Youth
Tomorrow's \Workforce



Presenter
Presentation Notes
Say: “ in closing we need to understand that today’s youth are tomorrow’s workforce.” 

Next slide


Digital Mining is IN!

Build, Protect and Manage your

Online Identity

U



Presenter
Presentation Notes
Say: “ digital Mining is in. We need to learn to build, protect and manage our online identity.” 

Id time can go to next two slides with videos
Otherwise go back to selection slide or end presentation


Dangerous Uploads

Real Life Digital Reputation

O ikeepSafe

How to protect and
manage your online
reputation

Materials available at:
http://knowwheretheyqgo.orqg/



Presenter
Presentation Notes
http://knowwheretheygo.org

http://knowwheretheygo.org/
http://knowwheretheygo.org/

Online Reputation Management
Resources

Real Life Digital Reputation Real Life Digital Reputation

& iKeepsafe & iKeepSafe

Language:

nributed from ding

ernpuvest thern L be safer un- and
National
Media Campaign

Brought to you by the
U.S. Department of Justice

In partnership with:

RELIANGE

2
BB ispanic

ED B MPB SOFTWARE, LLC.

Materials available at; http://knowwheretheyqgo.orqg/



http://knowwheretheygo.org/
http://knowwheretheygo.org/browse/

Questions

Davina Pruitt-Mentle
dpruiti@umd.edu
dpruitt@edtechpolicy.org
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What Can Schools Do To Combat Cyber-bullying Without
Running Afoul of the Eirst Amendment?

* four tests used by courts to determine whether restrictions on student
speech run afoul of the First Amendment.

« Courts will resolve lawsuits simply: by figuring out which test applies
and then determining whether the school’s actions, and supporting
evidence, satisty the test.

« Here are the four tests, in a nutshell:

= 1. Tinker Test: The general test says school restrictions on speech are permissible if the speech caused, or
was likely to cause, a “substantial disruption or material interference with school activities” or “invasion of the
rights of others.” Tinker v. Des Moines Independent Community School District, 393 U.S. 503 (1967).

2. Fraser Test: Schools may also regulate “sexually explicit, indecent or lewd speech.” Bethel Sch. Dist. v.
Fraser, 478 U.S. 675 (1986). Under this test, no showing of disruption is required.

3. Morse Test: Schools may regulate “speech that can reasonably be regarded as encouraging illegal drug
use.” Morse v. Frederick, 551 U.S. 393 (2007). It is uncertain whether this test permits regulating speech that
encourages other kinds of illegal activities.

4, Hazelwood Test: Schools may regulate “school sponsored” speech that is inconsistent with the school's
“basic educational mission.” School- sponsored speech is speech bearing the “imprimatur of the school,” “part of
the school curriculum® or “supervised by faculty members” (e.g., school paper, play). Hazelwood Sch. Dist. V.
Kuhlmeier, 484 U.S. 260 (1988).



Google Issues: Other Search
Engines
« https://www.duckduckgo.com/lite

* one search engine Is Blekko:
http://blekko.com/

use for educational purposes with credit given


https://www.duckduckgo.com/lite
http://blekko.com/
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