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Presenter
Presentation Notes
Instructor presents himself/herself, purpose of workshop. Let students know that they will evaluate workshop/presentation at the end.

Present goals for this lesson.

Say: “when you think about internet safety what do you think about?” “what things have you heard regarding Internet safety?” 
Answers will vary but usually focus around “don’t post ANY information, don’t give out any information, shouldn’t post pictures/bad pictures”—and usually someone mentions something about online predators
If time, can briefly explain quick overview of some of the items mentioned and say: “this is what I want to share with you today—what parts are accurate and what parts are not and the why behind some of these issues”

[some items (if mentioned) for example, say: “why don’t you want to give out information?”—explain that predators are actually not they key issue. While not to be taken lightly and not to say it hasn’t occurred—most interactions defined as “strangers” are not stereotype old men going after youth—strangers are actually kids the same age perhaps from another school. Might want to ask how anyone can have 3000 friends on facebook—they can’t so some of them are probably “strangers” –the real issue is identity theft (re: giving out information)—RULES OF THE ROAD don’t give out date of birth (w/ year) –SS#, credit card#, and mothers maiden name. Actually everything else can be goggled. Phone number, where live, go to school, siblings, parents info etc…
Also key is that a bigger problem is security issues (clicking on something with malware) and cyberbullying]

Say: “How many have heard the term C3?”   “How many recognize any of these words/terms in the Wordle slide?”
Explain the concept of C3 = Cyberethics, Cybersafety and Cybersecurity
Digital Literacy covers more than just cyberbullying or digital plagiarism  --while technology has wonderful benefits it has also brought challenges. 

Sometimes media and school programs have focused on select topics like cyberbullying or predators or plagiarism but there are many other topics AND there are different ways to address these topics---how they correlate with human behavior. For example, cyberbullying—school or other resources (media) has probably taught you what to do to help decrease your chances of being cyberbullied, or what to do if you are cyberbullied –these focus on cybersafety because they are something you can do to help yourself—but we also recognize that if we are REALLY going to solve the cyberbullying problem we have to start talking about why NOT TO BULLY—this is a different behavior—it gets at the persons moral values.
Ethics is intended to represent personal choice.  Using the analogy of riding a bicycle, ethically we choose not to ride on our neighbors grass.-or in the case of cyberbullying we choose not to bully .  Safety refers to safe practices, i.e. ride on the right side of the road, and obey traffic laws—blocking the bully—telling someone– saving the messages—not replying back to bully. Security refers to additional items we have to do, for example adjust gears and brakes—or updating email so can use the latest blocking techniques or turning on firewall . The first is a moral choice, the second is the way we behave, and the third requires further action, and each operates at a different cognitive level and therefore needs to be broached differently.  Clearly there is overlap between each, however, the subject matter and instructional approaches needed are different and are important to address.

That’s what we are going to discuss today
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Online Reputation 
Management 

How to protect, manage & 
promote your online reputation 

 

Presenter
Presentation Notes
Many schools like the ORM topic—as it presents a positive spin, yet can easily lead into other topics—skip this slide if allowing students to choose the topics/paths
It choosing the ORM focus—show digital dossier and then go directly to ORM slide #33



Digital Dossier 

http://youthandmedia.org/video/  

Presenter
Presentation Notes

Students watch video.

Say: “You are going to watch a short video (developed by Kanupriya Tewari,), Digital Dossier found at  http://youthandmedia.org/video/. (or can google in YouTube). This video explores the issue of data collection from the perspective of a child born today – Andy – and the timeline of all the digital files he accumulates in a life span.

After viewing start discussion with students—”what did you know, what was new? Did you know this much information was collected on you?” the discussion can continue with discussion regarding Google—how the links change from blue to purple even after you have logged off and come back—how does it know? Cookies? History? 

Transition to next slide



Issues/In the News 

Time Consumption 
Cyberbullying 
Sexting 
Dangerous 
Uploads/ORM 
SECURITY 
 

Inappropriate content 
Predators 
Plagiarism 

Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for 
educational purposes with credit given  

Parent Information 

Presenter
Presentation Notes
If the presentation is to focus on Online reputation management click ORM or do directly to slide #33
Otherwise ask students which topic they would like to talk about first

If parent presentation may want to include if time recent research/studies
Click on parent info or go directly to slide #16



Sexting 



Law 

Presenter
Presentation Notes
Depending upon the state you are presenting in -------see http://www.ndaa.org/ncpca_state_statutes.html

Scroll down to Online Solicitation--Child Pornography—and Self Exploitation/Sexting

Here we illustrate how Maryland indicates no distinction between adult and child cases with sexting—under 18 are tried as adults regarding child pornography 

Also good time to discuss what happens—possibility to appear on sex offender list. “If you are listed there what will be consequences? Would colleges want you to enroll on their campus? Would someone want to hire you? What about security clearances?” 



http://www.ndaa.org/ncpca_state_statutes.html


Presenter
Presentation Notes
If have show Photograph can be bought at http://www.dvrcv.org.au/pip/?p=457
Otherwise perhaps short youtubes at 
http://www.youtube.com/watch?v=PZ8ci1DlVR4
http://www.youtube.com/watch?v=5JjJLqkyNDw

Discussion can include in the news cases of how things are tracked down—and highlighting that once something is digitizes its permanent– deleting not really an option
Tiger Woods
Brett Farve
Miss America 
Michael Phe

Transition to new topic—click on back arrow and have students choose another topic
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Cyberbullying 

Presenter
Presentation Notes
Say: “someone tell me what cyberbullying is?”  “give me examples of cyberbullying”



Cyberbullying Prevention 
Commercial 

Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to 
use for educational purposes with credit given  

 

Presenter
Presentation Notes
http://www.youtube.com/watch?v=gnFkKOZiHZA&feature=related

http://www.youtube.com/watch?v=gnFkKOZiHZA&feature=related


Flash Mob for Anti-bullying 

Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to 
use for educational purposes with credit given  

Presenter
Presentation Notes
http://www.dangerousminds.net/comments/think_pink_anti-bullying_flashmob_video_goes_viral/

http://www.dangerousminds.net/comments/think_pink_anti-bullying_flashmob_video_goes_viral/
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Victims 3x’s more 
likely to show signs of 
depression 
14% (7-10) are 
harassed through text 
messaging  

 (Cyber Psychology and 
Behavior 2(7)  ) 

Presenter
Presentation Notes
Besides the examples given by students hear are a few more. Have students share/discuss if they are interested.

Say: “what are some of the issues related to cyberbullying?” – some might share suicide –but also mention depression
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Cyberbullying 
< 10% reported experiencing 
cyberbullying in the previous 
30 days.  

 
~8% admitted to cyberbullying 
others in the previous 30 days,  
 
~ 5% were both cyberbullied 
and the cyberbully in the 
previous 30 days.  
 
As expected, these figures 
increase significantly when 
looking at lifetime experiences.  

See Handout  classroom-based survey - random sample of ~2,000 
middle-school students from a large school district in the United States 
whether or not they had experienced cyberbullying 

Presenter
Presentation Notes
Information can be found at http://www.cyberbullying.us/research.php
These slides are from 2008

Handout word file 
Formal comments on cyberbullying and sexting at the NCPC Event_handout.doc

http://www.cyberbullying.us/research.php
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Presenter
Presentation Notes
On average seems to increase 6-7-8th grade
Girls cyberbully more than boys
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Presenter
Presentation Notes
See chart for items of interest for your discussion
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Presenter
Presentation Notes
Laws= defamation of char—sexting—illegal acts—threats—most statues require threat (Physical harm) be noted for law enforcement to step in
Always keep messages (unless bad pictures) as proof –shows pattern



Laws 
Cyberbullying Research Center 
The Current State of 
Cyberbullying Laws  
Cyberbullying Research Center: A 
Brief Review of State 
Cyberbullying Laws and Policies  
NCAC Cyberbullying: Statutes and 
Policies  
National District Attorneys 
Association State Statutes: 
Cyberbullying  
What Can Schools Do To Combat 
Cyber-bullying Without Running 
Afoul of the First Amendment?  

 

Presenter
Presentation Notes
Depending on state see links in slide to gain insight into laws/statues that apply


 
Question: “A significantly larger number of states passed bullying laws that include electronic harassment but not cyberbullying. Could you clarify why electronic harassment is not included under “cyberbullying”? What are the technical differences between the two?”
 
Answer: There is very little, if any, difference between “electronic harassment” and “cyberbullying.” We can only think of a few exceptions to this (for example one instance of harassment online might not be considered cyberbullying because we usually conceptualize ‘bullying’ as repetitive behavior). All we were trying to capture was whether or not the laws included the word ‘cyberbullying’ in them. As you can see, most did not. Either way, electronic harassment and cyberbullying are essentially synonymous when it comes to the content and intent of these laws.
 
Question: “Do those states that specify criminal sanctions criminalize only face-to-face bullying or cyberbullying as well?”
 
Answer: Under the criminal sanction portion of our chart, we only noted ‘YES’ for those states that have a criminal sanction for certain types of *electronic* harassment (or cyberbullying). We did not include states that just have criminal sanctions for face-to-face bullying or harassment, which most states do have (but are typically classified under “assault” and “stalking” statutes).

IN MD
Bullying law  YES
Update or law proposed  NO
Include cyberbullying  NO
Includes electronic harassment  YES
Criminal sanction  NO
School sanction  YES
Requires school policy  YES
Include off campus behaviors?  NO

http://cyberbullying.us/blog/the-current-state-of-cyberbullying-laws.html
http://cyberbullying.us/blog/the-current-state-of-cyberbullying-laws.html
http://msde.kent.k12.md.us/moodle/file.php/2/Module_VI/Legal/final-Bullying_and_Cyberbullying_Laws_20100701.pdf
http://msde.kent.k12.md.us/moodle/file.php/2/Module_VI/Legal/final-Bullying_and_Cyberbullying_Laws_20100701.pdf
http://msde.kent.k12.md.us/moodle/file.php/2/Module_VI/Legal/final-Bullying_and_Cyberbullying_Laws_20100701.pdf
http://www.ncac.org/List-of-Cyberbullying-Statutes-and-Policies
http://www.ncac.org/List-of-Cyberbullying-Statutes-and-Policies
http://www.ndaa.org/ncpca_state_statutes.html
http://www.foxrothschild.com/newspubs/newspubsArticle.aspx?id=14125
http://www.foxrothschild.com/newspubs/newspubsArticle.aspx?id=14125
http://www.foxrothschild.com/newspubs/newspubsArticle.aspx?id=14125
http://www.ndaa.org/ncpca_state_statutes.html
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Proactive 
Positive behavior 
Proactively monitor 
 ask to see websites and 

accounts 
 search child’s real name, 

nickname, screen name, 
friends name, school, clubs 
etc. 

 Check cell phone logs, 
stored pictures 
 

Block it 
 Use block settings 

Document it 
 List web addresses/emails 

and dates 
 Screen shots 

Report it 
 Local law enforcement 
 CyberTipLine 
 ISP of bully /cell phone 

provider 
abuse@yahoo.com 
abuse@youtube.com 

Presenter
Presentation Notes
When sharing insight—also highlight proactive response

Left column for parents—although good to share with students what recommendations are made—so they do not think they are the only ones whose parents ask

Right column—suggested best practice recommnedations 
*** highlight cybertipline 
Also that standard format for recording abuse—is “abuse  followed by location “

http://www.missingkids.com/missingkids/servlet/PageServlet?LanguageCountry=en_US&PageId=2936
mailto:abuse@yahoo.com


The Berkman Center for Internet & Society at Harvard  
ISTTF 

http://cyber.law.harvard.edu/sites/cyber.law.harvard.edu/files/ISTTF_Final_Report.pdf 

 Final report of the Internet 
safety technical task force 
2008/2009 
 
The Multi-State Working Group 
on Social Networking, 
comprising 50 state AG asked 
Task Force to determine the 
extent to which today’s 
technologies could help to 
address these online safety 
risks, with a primary focus on 
social network sites in the US 

Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for 
educational purposes with credit given  

Presenter
Presentation Notes
The Multi-State Working Group on Social Networking, comprising 50 state
Attorneys General, asked this Task Force to determine the extent to which today’s technologies
could help to address these online safety risks, with a primary focus on social network sites in the
United States. Task Force: leaders from Internet service providers, social network sites, academia, education, child safety and public policy advocacy organizations, and technology development

Go to next slide

http://cyber.law.harvard.edu/sites/cyber.law.harvard.edu/files/ISTTF_Final_Report.pdf


ISTTF 

Review of literature:  
 

It is going to take a village as well as technology: child 
safety experts, technologists, public policy advocates, 
social services, law enforcement, schools, libraries, 
community organizations, parents, caregivers, and 

peers. 

 
 

Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for 
educational purposes with credit given  

Presenter
Presentation Notes
Determined that it will take many interventions—not a tech solution



ISTTF 

 
Are there technologies that can limit harmful contact between children and 
other people? 
 All eight social networking sites have mechanisms to report abuse 
 Most of the eight social networking sites have a review process and implement 

technologies to prevent inappropriate or illegal content 
 Facebook uses a peer verification system for user groups targeted to kids under 

18 
 Some sites do not let users change their birthdates 
 Blocked access for kids who actually say they are under 13 
 Restrictions for searching for minors 
 Non Technical Solutions 

Removal of registered sex offenders 
Amber Alerts 
Educational Resources and Safety Tips 

 
Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for 

educational purposes with credit given  

Presenter
Presentation Notes
See bullets 



ISTTF 

Are there technologies that can limit the ability of children to access and 
produce inappropriate and/or illegal content online?  
 Some social networking sites restrict access to age-inappropriate content  

Are there technologies that can be used to empower parents to have more 
control over and information about the services their children use online? 
 Some social networking sites have parental controls 

 
Conclusions: 
 Technology can play a role but should not be the sole input to improve safety  
               for minors online. 
 The most effective technology solution is likely a combination of technologies. 
 Any and every technology solution has its limitations. 
 Youth online safety measures must be balanced against concerns for the privacy 

and security of user information, especially information on minors. 

 
Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for 

educational purposes with credit given 

Presenter
Presentation Notes
See bullets



ISTTF 

 
Top two findings  
 
 “sexual predation on minors by adults, both 

online and offline, remains a concern” but 
“bullying and harassment, most often by 
peers, are the most frequent threats that 
minors face, both online and offline” 

Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for 
educational purposes with credit given 

Presenter
Presentation Notes
KEY that parents are interested in
In many cases they have heard otherwise thru media 
Cyberbullying (and security issues/ malware and identify theft ) are bigger issues than online predators 



ISTTF 
Making connections online that lead to offline contact are 
not inherently dangerous.  
 
Internet-initiated connections that result in offline contact 
are typically friendship-related, nonsexual, and formed 
between similar-aged youth and known to parents 
(Wolak et al. 2002). 
For socially ostracized youth, these online connections 
may play a critical role in identity and emotional 
development (Hiller and Harrison 2007). 

Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for 
educational purposes with credit given  



YOUTH SAFETY ON A LIVING INTERNET: 
REPORT OF THE ONLINE SAFETY AND TECHNOLOGY 

WORKING GROUP 

OSTWG established to review and evaluate: 
 
The status of industry efforts to promote online 
safety through educational efforts, parental control 
technology, blocking and filtering software, age-
appropriate labels for content or other technologies 
or initiatives designed to promote a safe online 
environment for children; 
 
The status of industry efforts to promote online 
safety among providers of electronic 
communications services and remote computing 
services by reporting apparent child pornography, 
including any obstacles to such reporting; 
 
The practices of electronic communications service 
providers and remote computing service providers 
related to record retention in connection with crimes 
against children; and 
 
The development of technologies to help parents 
shield their children from inappropriate material on 
the Internet. 

Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for 
educational purposes with credit given  

Presenter
Presentation Notes
YOUTH SAFETY ON A LIVING INTERNET:�REPORT OF THE ONLINE SAFETY AND TECHNOLOGY WORKING GROUP
http://www.ntia.doc.gov/reports/2010/OSTWG_Final_Report_060410.pdf

http://www.ntia.doc.gov/reports/2010/OSTWG_Final_Report_060410.pdf


GENERAL CONCLUSIONS & RECOMMENDATIONS 
REGARDING PARENTAL CONTROL 

TECHNOLOGIES 

No single “silver-bullet” solution or technological “quick-fix” 
Empower parents and guardians with diverse array of tools 
“Layered” approach to online safety that views them as one of many strategies or 
solutions 
Technical solutions can supplement, but can never supplant, the educational and 
mentoring role.  
Products and services need to be designed with the families’ needs in mind--easy to use, 
accessible, flexible, and comprehensible for the typical parent. They need to provide 
different features for the varying needs of all the children in the household. 
 
Government should avoid inflexible, top-down technological mandates. Instead, 
policymakers should focus on encouraging collaborative, multifaceted, multi-stakeholder 
initiatives and approaches to enhance online safety.  
 
Engage our youth in constant dialogue and always be willing to talk to them about difficult 
issues, challenges, or content they face online. 

Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for 
educational purposes with credit given  



Generation M2:  
Media in the Lives of 8-18 yr Olds 

Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for 
educational purposes with credit given 

Kaiser Family Foundation 

http://www.kff.org/entmedia/ 

Presenter
Presentation Notes
Another report parents/educators find interesting

2,002 respondents
• Ages 8-18
• Written questionnaire in the classroom
• Media use diaries: 702 participants
• Recreational media use only 

Kaiser Family Foundation
http://www.kff.org/entmedia/


http://www.kff.org/entmedia/


From Kaiser Foundation 
M2 Study Press Release 

Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for 
educational purposes with credit given 

Presenter
Presentation Notes
Say: “Before we go on ----thought would be interesting and fun to look at couple of minutes of media content --what students are in encountering on TV, computer, video games”
Stream online--- http://event.netbriefings.com/event/kff/Archives/20jan10media/index.htmletc…  start at 17 m

Need to get up and set prior to 

http://event.netbriefings.com/event/kff/Archives/20jan10media/index.html


Generation M2:  
Media in the Lives of 8-18 yr olds 

 
8-18 yr – ave 7 hrs and 38 min (7:38) 
using entertainment media across a typical 
day (more than 53 hours a week).   

 
Due to ‘media multitasking’ they actually 
manage to pack a total of 10 hours and 
45 minutes (10:45) worth of media content 
into those 7½ hours.  

Kaiser Family Foundation            Released Jan 20, 1010 

Presenter
Presentation Notes
See bullet points



Mobile Media Consumption 

Over the past five years 
 39% to 66% for cell phones 
 18% to 76% for iPods and other MP3 players   
 young people now spend more time listening 

to music, playing games, and watching TV on 
their cell phones (a total of :49 daily) than they 
spend talking on them (:33) 

Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for 
educational purposes with credit given  

Presenter
Presentation Notes
See bullet points




Parents and Media Rules 
3 in 10 say they have rules about how much 
time they can spend watching TV (28%) or 
playing video games (30%), and 36% say the 
same about using the computer 

 
But when parents do set limits, children spend 
less time with media: those with any media rules 
consume nearly 3 hours less media per day 
(2:52) than those with no rules.  

Presenter
Presentation Notes
See bullet points




Heavy Media Users 
Lower Grades 

Study cannot establish a cause and effect 
relationship between media use and 
grades, however…. 
 
47% of heavy media users say they 
usually get fair or poor grades (mostly 
Cs or lower), compared to  
23% of light users 

Presenter
Presentation Notes
See bullet points


Transition to next topic
Go back to slide and have them choose topic of interest OR if presentation is ORM go directly to slide #33



Symantec Study August 2009 
 

Copyright 2010: Davina Pruitt-Mentle, 
Ph.D.: Permission to use for 

educational purposes with credit given -  
2010 ISTE Conference 

Presenter
Presentation Notes
Introduce Security topic by asking.. Say: “ when you think about Cybersecurity what do you think about?” answers will vary, however, in many cases the focus will again be on predators and more in lines with “safety” tips. 
Steer the discussion towards security by prompting  with buzz words such as “what is spamming, spoofing, pharming, hoaxes….?”

Transition to next slid

Kids’ Top 100 Searches of 2009
http://onlinefamilyinfo.norton.com/articles/kidsearches_2009.php

http://onlinefamilyinfo.norton.com/articles/kidsearches_2009.php


 
What Kids Search For When They 

Search the Web 
 

Top Ten Youth Searches: Symantec Study 

 

Also Michael Jackson, Fred (Fred Figglehorn is a fictional character whose 
YouTube channel has become a hit among kids.) & eBay  
 

Presenter
Presentation Notes
http://onlinefamilyinfo.norton.com/articles/kidsearches_2009.php

Interesting to note “porn” for 7 & under

Also note to parents/educators (even students) searching for porn/sex for 12-18 actually “normal” via child development



Symantec Study 

Average number of threats per 
site on the Dirtiest Web Sites list is 
roughly 18,000, compared to 23 
threats per site for all sites rated 
by Norton Safe Web 
 
40 of the Top 100 Dirtiest Web 
Sites have more than 20,000 
threats per site 
 
Viruses are the most common 
threat represented on the Dirtiest 
list, followed by Security Risks and 
Browser Exploits 

 
Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for 

educational purposes with credit given  

Presenter
Presentation Notes
Say“: “what’s the problem with viruses and malware?” 

“ have you ever received an email ---pass this along to 7 friends or you will receive bad luck?” “ever had a pop up box says you could win a free iphone” 
Discuss the issues related to this—identity theft—zoombie computers—key loggers 
How admin computer at home (one parent does banking etc.. ) should be separate from other computers

For a longer briefing on security see security PPT

http://safeweb.norton.com/safety
http://safeweb.norton.com/safety
http://safeweb.norton.com/safety


Online Reputation 
Management 

How to protect, manage & 
promote your online reputation 

 

Presenter
Presentation Notes
Topic—go to next slide



Online Reputation Management: 
Another Dimension to Digital Literacy?  

 
Today most individuals’ lives are being  

crafted, digitalized, collected, 
recorded, archived and are 

searchable 
 

Digital Mining is IN! 
 

Presenter
Presentation Notes
Say: “how many have heard about Online Reputation management?” “digital Mining?”

Lead into next slide



 
Online Reputation Management 

and  Monitoring (ORM) 
  

Presenter
Presentation Notes
Say: “Online reputation management must be real…it’s in Wikipedia!”
Good time to connect to wikipedia good place to start but look at references at bottom—are they good references 

Say: “ORM has been around for a while—politicians  and celebrities  have called it damage control.”

Next slide

http://en.wikipedia.org/wiki/Online_reputation_management


Professional Bios 

Presenter
Presentation Notes
Say: “its important to understand that telling youth  (or telling you—the student) to not post information is pretty silly. Especially since adults do it all the time. You are actually at a disadvantage if you do not have an online profile.”  “people use it to post a professional profile—and they post their full name and contact information>’�
Next slide

http://www.jeffersonconsulting.com/bios.htm?id=6


LinkedIn Profiles 

Presenter
Presentation Notes
People share information 



Personal Blogs 

Presenter
Presentation Notes
Create personal blogs

http://ourversionofnormal.blogspot.com/2008/08/adhd-504-plan-and-public-schools.html


Community Blogs 

Presenter
Presentation Notes
Engage in community activities  



SNS Pages 

Presenter
Presentation Notes
Have SNS pages to connect with friends and family



Help Lists 

Presenter
Presentation Notes
Find out information quickly



Puppy Cam 
Google Hacking 

YouTube 

Presenter
Presentation Notes
Share creative activities 

Say: “who knows what google hacking is?” 
To learn more see http://en.wikipedia.org/wiki/Google_hacking

Puppy cam http://www.youtube.com/watch?v=pCMZRUWYMac

Make the connection that once digitized information can be retrieved
KEY*** Say: “how many of you have a web cam?” 
Then explain that if webcam need to 1. have a password to access (change default if haven’t already); 2. log off or at minimum place sticky note over when not using because….
Transition to next slide…



http://www.hackersforcharity.org/ghdb/
http://www.youtube.com/user/Fred
http://www.youtube.com/watch?v=6Cad53S2LkQ&feature=rec-LGOUT-exp_stronger_r2-2r-3-HM


Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for 
educational purposes with credit given  

Presenter
Presentation Notes
Google hacking allows one to not only find security holes but also search for active web cam… 

Hackers for hire ht

Transition to next slidetp://www.hackersforcharity.org/ghdb/ is website that has collected security glitches and also open live webcams 

http://www.hackersforcharity.org/ghdb/


In the News… 

Presenter
Presentation Notes
Say: “key is that once things are digitized..they are permanent.”

“even companies are not immune.” 

Next slide



Few Secrets 

Presenter
Presentation Notes
Say: “few secrets anymore.”

Next slide



Organizations Footprints 

Presenter
Presentation Notes
Say: “organizations maintain their online reputation as well..”

Next slide



 

Presenter
Presentation Notes
Say: “also important to understand that things you post online can come back to haunt you later in life. Today, lawyers also taping into using / collecting information for their cases.”

Next slide 



Digital Footprints 

Personal blogs 
Professional blogs and websites 
Social networking sites 
News 
Recruiting efforts 
Presentations 
 
 

Amount of Digital Data made, collected, 
stored, archived is growing 

Presenter
Presentation Notes
Say: “information once digitized becomes permanent. These are digital footprints you leave behind. They include blogs, websites, social networking posts, and pictures. They also include everything you have every posted. I guarantee, if any of you run for political office in the future—anything silly you have posted will surface. People make money sharing with Paparazzo.”

Transition to next slide



Shape your message…. 

 
Blogging                                   
Flickr 
YouTube 
Digg 
Wikipedia 
Facebook 
Twitter 

 
 

What message do you 
   want the world to see? 
 friends/family 
 teachers/coaches 
 employment/internships 

 
How do/will you manage your 

online reputation? 
 
Don’t forget others can tag, 

comment, link, archive & 
copy 

 Self-literacy:  

A new dimension to digital literacy 

Most of us have histories online 

 

Presenter
Presentation Notes
Say: “so we need to know how to shape our message and online presence. What message do you want the world to see? friends/family? teachers/coaches? employment/internships? If you post something and you don’t mind your parents or grandmother or next door neighbors parents or girl/boy friend’s parents seeing or your pastor/rabbi seeing , then you are probably OK. But if when you think about it you get a funny sick feeling in your stomach, you probably don’t want to post it—if you have delete it. It can still be found but delete to help decrease the impact.” 

“also think about what the company you keep is associated with you. If you have ‘friends’ on your facebook site that start to share information that’s awkward  –racial comments, inappropriate pictures, you may want to think again about keeping them as a friend. These get achieved and could come back and haunt you later in life.”

Share examples with students—politicians, celebrities, criminals who have been caught or indicted  due to evidence collected online. Connecting the dots between people’s communication online via texting or email or SNS that leads to arrest. Also a good time to share the connection with information and employment and security clearances etc…

Next slide


https://www.blogger.com/start
http://www.flickr.com/
http://www.youtube.com/
http://digg.com/
http://en.wikipedia.org/wiki/Main_Page
http://www.facebook.com/
http://twitter.com/


Know your story online… 

Search well and search often 
Don’t wait until something bad or 
embarrassing happens 

Presenter
Presentation Notes
Say: “it’s important to know your online story line. You need to search well and search often. Don’t just wait until something embarrassing happens.”

Next slide



Who am I? Self-Googling 101… 

Presenter
Presentation Notes
Say: “how many have googles yourself? How often?

Next slide



A Second Opinion… 

Presenter
Presentation Notes
Say: “it is important to also use a second or third search engine---besides just Google.”

Next slide



Wait a minute… 

Presenter
Presentation Notes
Depending on audience 

Next slide can skip this slide or discuss how if name is unique it’s interesting what one may find. If name is more common may have to filter a little more.” 



Sounds like a full-time job… 

 
 
 
Many users are naive or unaware of their 
own digital footprints 
 
Setting up automatic alerts saves time and 
keeps you in the know 

 

Alerts are your friend 
 

Presenter
Presentation Notes
Say: “all this sounds like a full time job. But there are tools and strategies that you can use to help manage your online reputation.” 

Next slide



Manage your Online Reputation 
(ORM) 

Positive  
 Sell yourself 

Check 
 Google Alerts 
 Twilert.com 
 Yotify.com 
 

 Me on the Web 
 Trapit.com  
 Reputation.com  
 MetalRabbitMedia.

com  
 

(Suggestions from LifeHacker) 
http://lifehacker.com/357460/manage-your-online-
reputation  
 

Presenter
Presentation Notes
Say: “most importantly, you need to present a positive self image of yourself. However, remember others are also posting things about you or where your name/picture has been tagged. So it is important to monitor and check.”

Say: “How many of you are familiar with Google Alerts?  Just Google  Goolgle Alerts (http://www.google.com/alerts) . Once it come up type in your name (or name of child if speaking with parent group) and list email you want to be notified. If anything some up with that name you will receive email or text alert and can keep up with what’s happening. “

Other monitoring resources….

Twilert sends you regular email updates of tweets that have your specified keyword. It could be your name, your website, your brand, or anything else.
Yotify lets you create your own “˜scouts’ and send them out to track things like job postings, deals and discounts, news, videos, and anything else that can be tracked with a tag across a slew of popular websites. http://www.yotify.com/
echnorati is an Internet search engine for searching blogs, competing with Google and Yahoo. 
Co.mments Uses a bookmarking system to track comments so users can follow their conversations across blogs. 
Monitorthis = With MonitorThis you can subscribe to 20 different search engine feeds at the same time. Enter a search term and click the 'make monitor.opml' button to get a list of rss feeds in OPML format. RSS feeds of the following search engines are currently included: 

Next slide

http://www.google.com/alerts
http://www.twilert.com/
http://www.yotify.com/
http://www.google.com/goodtoknow/manage-data/me-on-the-web/
https://itunes.apple.com/us/app/trapit-for-ipad/id540899535?mt=8
http://www.reputation.com/reputationwatch/articles/how-find-out-who-searching-you-online
http://www.metalrabbitmedia.com/
http://www.metalrabbitmedia.com/
http://lifehacker.com/357460/manage-your-online-reputation
http://lifehacker.com/357460/manage-your-online-reputation


Managing Your  
Online Reputation 

Multi-tiered strategy that includes the 
following: 
 Monitoring third party information others put 

on the Internet about you 
 Controlling information that you put on the 

Internet 
 Controlling which search results rise to the top 

of search engines 
 

Presenter
Presentation Notes
http://www.reputation.com/reputationwatch/articles/how-find-out-who-searching-you-online



Enter in a person's e-mail address, 
and the site will conduct a search  

Presenter
Presentation Notes
Say: “Another resource is spokeo.”  enter your email address, name or phone number and see how much you can find out.” 

Say: “Just like you might be looking for information about you—others can find just as easily.”

Next slide

http://www.spokeo.com/


What we know about our footprints 
Who we look for online  

  
 

% of internet users who say they have searched for 
information about the following groups: 
Someone from your past or someone you have lost 
touch with 

36 

Friends 26 
Family members 23 
Co-workers, professional colleagues or business 
competitors 

19 

Neighbors or people in your community 17 
Someone you just met or someone you were about to 
meet  

12 

Someone you are thinking about hiring or working with 11 

Someone you are dating or in a relationship with 9 
Yes to at least one: 53 

Pew Internet & American Life Project (2008) 
 

Presenter
Presentation Notes
Say: “ the Pew Internet & American Life Project in 2008 (new results coming out in 2010) did a survey asking what they searched for. 36% say they search for past friends or contacts—person they have lost touch with. However, two important searches are co workers or business competitors and someone thinking of hiring someone (doing background searches).”


Next slide



Microsoft/Cross-Tab 

 
Studies how recruiters and HR 
professionals use online 
reputational information in their 
candidate review processes, and 
how consumers feel about this 
use of their information. It 
investigates the steps consumers 
take to monitor and protect their 
online reputation.  

Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for 
educational purposes with credit given 

http://www.microsoft.com/privacy/dpd/research.aspx 

Presenter
Presentation Notes
Say: “2 questions often asked are ..do colleges look for information? And do employers look for information.”

Discuss college admin—small schools yes, large schools no EXCEPT if you have scholarship or internship or sorority/fraternity. They do not want to give out something and then it comes back to haunt them later. Also student
Admin usually run by GA’s and they usually have SNS sites set up to recruit—so they then have access to your SNS when friend.  

Say: “what about employers…?” 

Say: “MS did a cross tab study to see how recruiters and HR professionals use online reputational information in their candidate review processes, and how consumers feel about this use of their information. It investigated the steps consumers take to monitor and protect their online reputation. “

Next slide


http://www.microsoft.com/privacy/dpd/research.aspx


Presenter
Presentation Notes
See bullets



Copyright 2010: Davina Pruitt-Mentle, 
Ph.D.: Permission to use for 

educational purposes with credit given -  
2010 ISTE Conference 

Presenter
Presentation Notes
Note or highlight stats



Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for 
educational purposes with credit given 

Presenter
Presentation Notes
Note or highlight stats

Transition to next slide



Questions 

Can’t I just delete it? 

Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for 
educational purposes with credit given  

Presenter
Presentation Notes
Say: “can’t we just delete it.”

Start discussion with audience regarding how to retrieve online information
Businesses are in the business of achieving data and data mining

Next slide



ALL Digital Media becomes a Digital Fossil  
WayBack Machine 

Old material 

Archived 

Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to use for 
educational purposes with credit given  

Presenter
Presentation Notes
If possible connect and go to waybackmachine—otherwise assign as “fun” HW activity 

Type in favorite URL and give it time to load—the old webpages (even with things no longer available) are still there  (and yes facebook to—interestingwhat facebook looked like many years ago) 

Next slide

http://www.archive.org/index.php
http://web.archive.org/web/*/http:/umd.edu


Presenter
Presentation Notes
TinEye—another site to show and share or assign as fun HW

Say: “Let’s say your fiend posts a picture on their facebook and it really is not great for you, so you ask them to take it down. You grab the picture before they delete it and go to TinEye and load the picture and it will tell you where the other online locations of the picture might be. “

Next slide

http://www.tineye.com/


Presenter
Presentation Notes
Say: “another interesting tool is personas (http://personas.media.mit.edu/personasWeb.html)--developed at MIT. Type in your name it searches the web for anything and everything related to your name and shares a graphic about your online presence.”

Next slide

http://personas.media.mit.edu/personasWeb.html


Today’s Youth 
Tomorrow’s Workforce 

Presenter
Presentation Notes
Say: “ in closing we need to understand that today’s youth are tomorrow’s workforce.” 

Next slide



Digital Mining is IN! 
 

Build, Protect and Manage your 
Online Identity  

 

Presenter
Presentation Notes
Say: “ digital Mining is in. We need to learn to build, protect and manage our online identity.” 

Id time can go to next two slides with videos
Otherwise go back to selection slide or end presentation



Dangerous Uploads 

   
 
 How to protect and 

manage your online 
reputation 

 
 

Materials available at:            
http://knowwheretheygo.org/ 

 

Presenter
Presentation Notes
http://knowwheretheygo.org

http://knowwheretheygo.org/
http://knowwheretheygo.org/


Online Reputation Management 
Resources 

Student Video Parent Video 

Materials available at:            http://knowwheretheygo.org/ 

http://knowwheretheygo.org/
http://knowwheretheygo.org/browse/


Questions 
Davina Pruitt-Mentle 

dpruitt@umd.edu 
dpruitt@edtechpolicy.org 

mailto:dpruitt@umd.edu


Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to 
use for educational purposes with credit given  

 



What Can Schools Do To Combat Cyber-bullying Without 
Running Afoul of the First Amendment? 

  

four tests used by courts to determine whether restrictions on student 
speech run afoul of the First Amendment.  
Courts will resolve lawsuits simply by figuring out which test applies 
and then determining whether the school’s actions, and supporting 
evidence, satisfy the test. 
Here are the four tests, in a nutshell: 
 1. Tinker Test:  The general test says school restrictions on speech are permissible if the speech caused, or 

was likely to cause, a “substantial disruption or material interference with school activities” or “invasion of the 
rights of others.” Tinker v. Des Moines Independent Community School District, 393 U.S. 503 (1967).  

 2.  Fraser Test:  Schools may also regulate “sexually explicit, indecent or lewd speech.” Bethel Sch. Dist. v. 
Fraser, 478 U.S. 675 (1986). Under this test, no showing of disruption is required. 

 3.  Morse Test:  Schools may regulate “speech that can reasonably be regarded as encouraging illegal drug 
use.” Morse v. Frederick, 551 U.S. 393 (2007). It is uncertain whether this test permits regulating speech that 
encourages other kinds of illegal activities. 

 4.  Hazelwood Test:  Schools may regulate “school sponsored” speech that is inconsistent with the school’s 
“basic educational mission.” School- sponsored speech is speech bearing the “imprimatur of the school,” “part of 
the school curriculum” or “supervised by faculty members” (e.g., school paper, play). Hazelwood Sch. Dist. V. 
Kuhlmeier, 484 U.S. 260 (1988).   

 



Google Issues: Other Search 
Engines 

https://www.duckduckgo.com/lite 
one search engine is Blekko: 
http://blekko.com/ 
 

Copyright 2010: Davina Pruitt-Mentle, Ph.D.: Permission to 
use for educational purposes with credit given  

 

https://www.duckduckgo.com/lite
http://blekko.com/
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