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Presenter
Presentation Notes
Introduce yourself 
Briefly share the outline for the presentation…. We will cover
What Cybersecurity /Information Assurance is
The need for cybersecurity workforce
Pathways to get into the field of cybersecurity/options
Degree programs—2 and 4 year
Certifications
High school options
Including competitions and summer programs
Things you can do own your own
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Presenter
Presentation Notes
Ask students what they know about Cybersecurity—all answers will vary—if connect with C3 awareness also mention those items as well


The Net --- Eagle Eye

THE NET .

Suspénse
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Presentation Notes
May need to download the YouTube –The Net and Eagle Eye
If speakers –show the net and then ask what cybersecurity issues did you see here that may be of concern?


What is Cybersecuﬁ%\
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Presentation Notes
Ask the students 1st What is Cybersecurity?
Then ask what is Information Assurance?
See below overview—also can hit the “I” button to take to separate slides for your review and/or to share with students if time 
Important that they understand that even the federal government has not defined the terms or that they are intermingled—how this relates is that when they are looking for degree options at colleges and universities—some will say IA other cybersecurity—others only engineering but you can take the classes that focus on cybersecurity

Defining CyberSecurity
For some, CyberSecurity focuses on the technical aspects of computer defense: the safety of computers and computer systems in a networked environment, while Information Assurance focuses on confidentiality, integrity, availability and validation of data, and therefore CyberSecurity is a subset of Information Assurance. However, others, particularly the Department of Defense, state that IA is a subset of CyberSecurity , and CyberSecurity includes management of the risks associated with computers and networks and mission assurance. The CyberWatch K12 Division does not concern itself with the subtleties of the differences; it lives in the intersection of the definitions. We define here CyberSecurity in our context. 
It seems that everything relies on computers and the internet now — communication (email, cellphones), entertainment (digital cable, mp3s), transportation (car engine systems, airplane navigation), shopping (online stores, credit cards), medicine (equipment, medical records), and the list goes on. How much of your daily life relies on computers? How much of your personal information is stored either on your own computer or on someone else's system? 
The Center for Strategic and International Studies (CSIS) Commission on CyberSecurity fort the 44th Presidency suggests the term “cyber security services” to mean the development, implementation, operation and administration of measures and/or activities intended to prevent, detect, recover from and/or respond to intentional or inadvertent compromises of the confidentiality, integrity and availability of information technology including but not limited to intrusion detection, computer forensics, configuration management, and system development. 
CyberSecurity involves protecting that information by preventing, detecting, and responding to attacks. In the most general terms, it involves protecting data and communications, but fields which may not necessarily fit everyone’s definition of cybersecurity may be involved. These include accounting, forensic science, law enforcement, bioengineering, intelligence, communications, management science, systems engineering, criminology, security engineering, computer science, and robotics. But why are these jobs important? 
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CyberSecurity: Which Job is for Me?
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Presentation Notes
Give Handout
Career_Matrix_V1.docx

Give brief info on each and then have students choose 2-3 –click on the blue “I” button and it goes to separate slide to share more



Pathways to Cybersecurity Careers

Employerswant gradustes who understand that technical as well 2s human internentions provide for effective

defenses. In addition to technical competence, |A professionals need to exhibit crestive problem solving,

organizational awareness, patience, self-management and teamwark skills.

sinformation Security

siipplied Computer Science
slamputer Electranics
sComputer Infarmation Science
eComputer Network Engineering
eComputer Network
Managzment

eComptuer Programming
eSystems Administration
ellizital Farznsics

slamputer Systems Analysis
sComputer Engine2ring
eCriminal Justice

slaw Enforcement

~

Study

fr:hfon'rnﬁm Arxurance -\"

Certification and

* Employers differentiate
their candidates based
on their current
certifications the
amount of work
experience

Work Experience

Employment in a Cybersecurity Career
Average Salary: $106,900

source: The 2011 (15CF° Global Information Security Workforce

e sinfarmation Assurance h
sinformation Security
elamputer Science
ehlath e matics
sinformation Technadagy

«Computer Information Systems
sinformation Technodogy
lamputer Systems Analysis
eCriminal Justice

sHomeland Security

#farensic Science and Technology
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Presentation Notes
Hand out CyberSecurity Career Pathways_maybe_version2.docx
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Presentation Notes
Ask do you think that CyberSecurity is a growing filed? Going away?…

Leads into next couple of slides



Cybersecurity:
A National Growth Career
Occupations Projected to Grow Fastest, 2006-2016

Network Systems and Data Communications Analysts
Personal and Home Care Aides
Home Health Aides
Computer Software Engineers, Applications
Veterinary Technologists and Technicians
Personal Finance Advisors
Makeup Artists, Theatrical and Performance
Medical A
Veterinarians
Substance Abuse and Behavioral Disorder Counselors
Skin Care Specialists
Financial Analysts
Social and Human Service Assistants
Gaming Surveillance Officers and Gaming Investigators
Physical Therapist Assistants
Pharmacy Technicians
Forensic Science Technicians
Dental Hygienists
Mental Health Counselors
Mental Health and Substance Abuse Social Workers

US Dept of Labor


Presenter
Presentation Notes
Note the top and #4


US Department of Labor: Bureau of Labor

Statisticshttp://www.bls.gov/news.release/ecopro.nr0.htm

Table 3. The 10 industries with the largest wage and salary employment growth, 2008-18 (1)

Industry

Management, scientific, and technical
consulting 3ervices.uivi i iinnnnnnnss
Offices of physiciana.....covvvierrrrrrriiinns
Computer systems design and related services..
Other general merchandise StOIES...cvvvviiinnns
Employment SeIVICEZ....vvivvssnnnsrrrrssrrrnns
Local government, excluding education and
a4 8 = 1 - e
Home health care Services....vveviiiinnniiiaas
Services for the elderly and persons with
dizabilitiea..viiiiiiiiiiiiiiiiiiiinnniiiaas
Nuraing care facilities.....vvvveerrrrrrniinns
Full-service restaurants..ioiviiinniinnnnninas

(In thousands)

Sector

Professional and business services..
Health care and social assistance...
Professional and business services..
Retail trade....cvvvvvinennrrnnnrinns
Professional and business services..

a1 1110 P
Health care and social assistance...

Health care and social assistance...
Health care and social assistance...
Aecommodation and food services.....

1 Data are from the National Employment Matrix.

Employment

2008

1,009
2,266
1,450
1,440
3,144

5,818
358

2018

1,844
3,038
2,107
2,097
3,744

£,306
1,399

1,016
2,007
4,942

Change
Number  Percent
B35 g2.8
172 34.1
656 45.3
607 40.7
600 19.1
487 8.4
447 4.1
431 73.8
394 24.4
343 7.5
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Can skip if needed


Table 1.6 Occupational Employment and Job Openings Data, 200818, and worker characteritics, 2008
(Numbers in thousands)

Job apenings due .
Employment | Change, 200848 |ty growth and | Median Ve Host significant source
2008 National Employment Matrix ftle and code replacement | annual T::;:l of education and training
Wi | M | Number | Peren tﬁ;ﬁf:ﬂ':;] W | |
Finencial xarines {12061 ) O N IR 0| STOMMOVH  [Bachelors degee
Comptersokre engners 0 TR L T il
Computersoftvar engrneers, applctons 0] T 1 I i Y MB4 SEANVH  [Bachelrs degee -
Computer sovae engners, systems sofre 0 L) BT N ) B 1 4l SRANNH (Bachelos degee g
Network systems and data communicatons analsts {5408 k) K N 5K M3 STLIOUVH  [Bachelors degee
Blomedcal engneers {1031 | o g 70 o STIANIVH  [Bachelofs degee
Envronmental science and pratection technicians, including health —— [19.409 il sl o By iy IR Aot deges
Sefhannchment educeion teachers R4 BE WMy My R Wy SETOH [eedoooptr -
Fhjscen st BN myomy o By Ry 8 BN Vestrs degee
Sl tecmlogets b Wil M BY B B3 SHTM fawad
Vetenmary technologts and echncins 005 T3 I 4 B SBAOL  [Assockte degee -
Home el aids Rl 707 O 7 IO TR =
Dentel assstars 39091 ok 11 1 N 0 SR (raiing -
Personal and home cae ades a0 A T Y 1 Mgl SOV (i
3 Source: Employment Projections Program, U.S. Dapariment of Labor, U 5. Buraau of Labar Staistcs

1 ~
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Presentation Notes
Note that computer related are some of the fastest growing—but so is health aides—but note the difference in salaries


Computers & Information Technology Cybersecurity Specialist
Source: http://www.geteducated.com/career-center/

Outlook & Growth
Salary & Wages
34 percent—faster than normal
An increase In computer @ Those in executive roles—

security jobs is expected as PRI - o
technology continues to with titles such as chief .
advance and become more mf_ormatlon_ security officer, _ _*
affordable. chief security officer or >
More businesses will add security manager—earned —
computers and will need :

specialists to make their $106’3_26 on averagg. o
networks secure. @ Those in more technical —a
In addition, use of the Internet roles (security engineer, -
the demand for computer b : -
security specialists. or web security manager)

Some specialists will work inside earned an average of

consulting firms dedicated $75,275. ~

exclusively to computer security

issues.\ - \.\ \.\\‘



Computers & Information Technology Cybersecurity Specialist
Source: http://www.geteducated.com/career-center/

What is a Cybersecurity Specialist? Education & Degree Path
Work with companies to build secure @ AS or AAS or BS degree In —
computer systems. - —
Question managers and staff about their computer science, —-
current security methods. engineering, —
Find out what information the company : :
wants to protect. information systems »
Determine what information employees i i T
should be able to access. - Information assurance —
_Fr’la_n thte ffecu[ity sst/stem- _— @ Another route is to major in

rain staff on how to use security software .

andb||oroperly use computers to prevent any yOUI’ area of interest and -
problems. : :
Write rules and procedures for employees to minor in one of these -
follow. degrees.
Evaluate security breaks and determine if T~
there are problems or errors. i I\/Iany programs offered
Track where the break came from and shut online
off the access point. ~__

y
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Cybersecurity:
A National Growth Career

Maryland wants to be cybersecurity epicenter

By Ben Bain; Jan 12, 2010
http://fcw.com/articles/2010/01/12/web-cybersecurity-center-maryland.aspx

T
Gov. O’Malley’s report, titled CyberMaryland b@
« Maryland is positioned to be the hub for federal, academic and __®—
private-sector cybersecurity efforts ?Q
« Maryland is already home to the National Institute of
Standards and Technology, the National Security Agency, the e
Intelligence Advanced Research Projects Activity — the soon- g
to-be home of the Defense Information Systems
v' Maryland’s IT employment rate rose by 3.3 percent between 2001 o
and 2008, while nationwide it fell by 17.1 percent during that same
time period T

-
§
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Presentation Notes
Maryland’s Department of Business and Economic Development developed the document, with guidance from more than 50 information technology and security experts from around the state, according to O’Malley’s office.
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Very
interesting....
but how does
this apply to

Ft Meade, Maryland

US Cyber Command

USCYBERCOM: is a sub-unified command,

subordinate to U.S. Strategic Command
sprotecting DoD networks

from cyber attacks and will manage cyber
warfare activity.
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Presentation Notes
Click on the hyper links to go to the other 3 groups relocating to Ft Meade ---along with the Cyber Command
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Presentation Notes
One place to find out more---but when looking for a program… [next slide]


Centers of Academic -

4\\\

Excellence -~ - -

CAE  .CAE2Y ~ CAER .


Presenter
Presentation Notes
Make sure it is a university that is a designated CAE
CAE (4 year)
CAE2Y (CC)
CAER  research institutions 

To learn more visit http://www.nsa.gov/ia/academic_outreach/nat_cae/index.shtml

Importance to student—with this “seal” institutions get money—”scholarship for Service” to give out to students to go to their institutions and major in IA



Certificates

¢ PMI PMP @ |TIL v3 Master

¢ PMI CAPM @ MCSD - .
@ ITIL v2 Foundations @CCNP -~ \\"\\E
o CISSP o Red Hat’Certi\’d&e\\‘\\

@ Cisco CCIE Routing &  Engineer
Switching > %
o CiscoCCVP _~ ‘\\"\\‘&\
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http://jobsearchtech.about.com/od/educationfortechcareers/tp/HighestCerts.htm
These are certifications that give the biggest salary jump—in order top to bottom starting on left column and moving over to right column

PMI Project Management Professional (PMP)
With an average annual salary of $101,695, the PMP certification from the Project Management Institute (PMI) organization tops the list of highest paying certifications for the current year.

2. PMI Certified Associate in Project Management (CAPM)
Next highest on the list of highest paying certifications is PMI's Certified Associate in Project Management (CAPM). The average annual salary for CAPM holders that were surveyed is $101,103.

2. PMI Certified Associate in Project Management (CAPM)
Next highest on the list of highest paying certifications is PMI's Certified Associate in Project Management (CAPM). The average annual salary for CAPM holders that were surveyed is $101,103.
3. ITIL v2 - Foundations
With an annual average salary of $95,415 the ITIL v2 Foundations certification came up third on the list of highest paying certifications. ITIL stands for the IT Infrastructure Library. The ITIL certification is designed to show expertise in ITIL service support and service delivery.
4. Certified Information Systems Security Professional (CISSP)
Coming in at a close 4th on the list of highest paying certifications is the Certified Information Systems Security Professional or CISSP certification from (ISC)2. The average annual reported salary was $94,018.
5. Cisco CCIE Routing and Switching
At $93,500 per year average annual salary, the Cisco CCIE Routing and Switching certification came in 5th on the list of highest paying certifications in the technology industry.
6. Cisco CCVP - Certified Voice Professional
Number six on the list of the highest paying certifications is the Cisco CCVP or Cisco Certified Voice Professional. The average annual salary of CCVP respondents was $88,824.
7. ITIL v3 - ITIL Master
The ITIL v3 certification - the ITIL Master - came in 7th on the list of the highest paying technical certifications. The average annual salary for ITIL Master certification holders was $86,600.
8. MCSD - Microsoft Certified Solution Developer
The MCSD or Microsoft Certified Solution Developer certification pays an average of $84,522. This puts the MCSD certification at number 8 on the list of highest paying certifications in technology.
9. Cisco CCNP - Cisco Certified Network Professional
Cisco Certified Network professional or CCNP certification is number 9 on the list of highest paying technical certifications. The average annual salary reported by CCNP holders is $84,161.
10. Red Hat Certified Engineer
The Red Hat Certified Engineer (RGCE) came in at number 10 on the list of highest paying certifications. The average annual salary reported by Red Hat Certified Engineers is $83,692.
11. MCITP - Microsoft Certified IT Professional (Enterpeise)
The MCIPT certification (Enterprise), or Microsoft Certified IT Professional - Enterprise Support comes in at number 11 on the list of highest paying technical certifications. (The MCITP Database is number 14, see below). The average MCITP Enterprise salary reported was $82,941.
12. Cisco CCSP - Cisco Certified Security Professional
Coming in at number 12 on the list of the highest paying technical certifications is the Cisco CCSP or Cisco Certified Security Professional. The average annual salary reported by CCSP holders is $80,000.
13. MCAD - Microsoft Certified Applications Developer
With an average annual salary of $79,444, the MCAD certification, or Microsoft Certified Application Developer certification, is number 13 on the list of highest paying certifications in technology.
14. MCITP - Microsoft Certified IT Professional (Database)
The MCIPT certification (Database), or Microsoft Certified IT Professional - Database comes in at number 14 on the list of highest paying technical certifications. (The MCITP Enterprise Support is number 11, above). The average MCITP Database salary reported was $77,000.
15. MCDBA - Microsoft Certified Database Administrator
The Microsoft Certified Database Administrator, or MCDBA, comes in at number 15 on the list of highest paying technical certifications. The average annual salary reported by MCDBA respondents is $76,960.





UPCOMING PROGRAMS IN CYBEERSECURITY
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SAVE THE DATES

HS Metworking Security Competition
MDD US Cyber Camps

MD Cyberwarrior Camps

Sept 22, 2011 Careers in
Cybersecurity &C Workshop

Oet 6-7, 2011 10th Annual .
Cyberethics, safety and security
Conference

Oet 18, 2011 Cool Careers in )
Cybersecurity for Girls Summit

HS Meronorikis Security Compserition
ool Careers in COvbherSecn
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VISIT: http:/'www.edtechpolicy.org/cyberk12/

Contact person: Davina Pruitt-Mentle, Ph.D.
440 531 3910

dpruitt@umd.edu
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Give handout
summer_2011_programs.pdf




Presenter
Presentation Notes
Introduce yourself 
Briefly share the outline for the presentation…. We will cover
What Cybersecurity /Information Assurance is
The need for cybersecurity workforce
Pathways to get into the field of cybersecurity/options
Degree programs—2 and 4 year
Certifications
High school options
Including competitions and summer programs
Things you can do own your own


Careers in IS/IA & Digital Forensics

@ Handout for Labor Stats and Career Paths <~

Q@ httg:llwww.careeronéstgg.grgf%



http://www.acinet.org/Occupations/select_occupation.aspx?next=occ_rep&level=&optstatus=111111111&id=1&nodeid=2&soccode=&stfips=&jobfam=�
http://www.careeronestop.org/�

Computer Programmer/ Engineer/
Software Developer/ Web Designer

1

@ Analyzes user needs
to
= design,
- build,
. test, and

= maintain software/
applications and
systems

- __



Penetration Tester/Systems/Networks /
Vulnerability Researcher/ Exploit
Developer = —

F
(=,
1
=

@ Think like a hacker to [TREFIR -
- identify flaws and . e

2 vulnerabilities which
jeopardize the safety
and security of the
data and
communications of
businesses and
organizations

- =

- N




Inforrmation Security Engineer /
Architect / Analyst/ Compliance

Manager
@ Assists Information =
Security professionals =) [
in
. designing plans,

. evaluating
organizational
weaknesses, and

= implementing
procedures to protect
the information assets
of an institution or

company >

- Ny

=



Malware Analystl Expert

@ Examines malicious
code to understand the
type of damage it can
do and how it replicates
and spreads.

@ Determines methods
for detecting and
deleting malware from
systems.

@ These professionaE‘.
also investigate the
source ofthe malware:

o s




Network Security/ Engineer

- i 1 !
[ 1 e -
i b ;
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g

@ Protects the data and
information of an
organization’s
information and
communication =EE
technology from
damage or > m B
unauthorizedsaccess == -3 -

#
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Cryptographer

logic,
to turn
readable text into an
unreadable form.

and / or computer
science

@ Uses math,
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analyze encrypted
(unreadable text) to

@ Cryptographers also
turn |

form.




Computer Forensics / InfoSec Crime
Investigator/ Forensics Expert/Analyst /
Computer Crime Investigator

@ Investigates digital s
media for data stored or ﬁaﬁs i
encrypted. gau‘;,,‘}'.- -

@ Tests information

iy

security systems.

@ Analyzes security
breaches.

@ These professionals =
often work in the law
enforcement or military
and defense fields.




Incident Responder/Disaster Recovery /
Business Continuity Analyst/ Manager

@ Recognizes, analyzes,
and responds to incidents =%
which have caused
damageto information,
data, and information and
communication
technologies.

@ This includes recovering
from all types of threats--
natural (tornados, »
hurricanes), human
(hackers) and technical

> m d Center\.\
(malware, equipment » >
failure)

- __d




Defining CyberSecurity?

@ CyberSecurity focuses on the technical
aspects of computer defense

the safety of computers and computer systems in
a networked environment, while Information
Assurance focuses on confidentiality, integrity,
avalilability and validation of data, and therefore
CyberSecurity is a subset of Information
Assurance.

@ Information Assurance (DOD)

IS a subset of CyberSecurity , and CyberSecurity
Includes management of the risks associated with
computers and networks and mission assurance,


Presenter
Presentation Notes
The CyberWatch K12 Division does not concern itself with the subtleties of the differences; it lives in the intersection of the definitions. We define here CyberSecurity in our context. 


The Center for Strategic and International Studies
(CSIS) Commission on CyberSecurity

@ for the 44 Presidency suggests the term
“ecyber security services’

the development, implementation, operation and
administration of measures and/or activities
Intended to prevent, detect, recover from and/or
respond to intentional or inadvertent
compromises of the confidentiality, integrity and
availability of information technology including but
not limited to intrusion detection, computer
forensics, configuration management, and system
development.



CyberSecurity involves protecting
that information by...

@ Preventing

@ Detecting

@ and Responding to

attacks
In the fields of:

@ In the fields of: — data and
management science communications
systems engineering — accounting
criminology — forensic science
security engineering — law enforcement
computer science — bioengineering

robotics — intelligence



Everything relies on computers and the internet now

@ communication (email, cellphones)

@ entertainment (digital cable, mp3s)

@ transportation (car engine systems, airplane navigation)
@ shopping (online stores, credit cards)

@ medicine (equipment, medical records

@ and the list goes on.

How much of your daily life relies on computers?
How much of your personal information is stored either
on your own computer or on someone else's system?




The Defense Information Systems
Agency (DISA)

@ DISA, Is responsible
for DoD computer and |
automated o

1 "t";l-m*m-u-_..f information systems

oo g and networks.




Defense Media Activity (DMA)

@ DMA, is the

Department of

Defense's direct line of ——
communication for -
news and information to ®

U.S. forces worldwide. —

@ The agency presents =
- news, information and *-
entertainment on a ~—

- variety of media

> platforms. -\\‘
> 4\ \.\ \.\




The Colocation of Defense/Military
Adjudication Activities

@ DoD’s place for workers
from three military services
and other defense activities
to ‘adjudicate’ or determine
who should receive security — o
clearances after proper
background investigations.

f

@ More than 750 people from
10 different agencies will
work in the new 150,000

square feet facility.

N N
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What is |A?

CyberWATCH Video

http://www.cyberwatchcenter.org/CyberWATCH/ -

Fox Video—Cyber challenge -~ -
Sneakers - — —
http://www.imdb.com/video/screenplafv/vi24487534?§31\ -

The Net B T

http://www.imdb.cam/video/scrgenplay/vi2046230809
Staying Safe Online: The Needsfor Cybersecusity
NATO Briep > >
Obama Need for @bersecurity

\

- >
M‘jonal Colleqgiate gvber Defense Co
The Duhs of Security
Hacker &
http://www.youtube: om/watc%:ZefherJO

N§A Commercial
: .nsa.qov/carMe' Center/indexs tmI



http://www.cyberwatchcenter.org/CyberWATCH/�
http://www.uscyberchallenge.org/�
http://www.imdb.com/video/screenplay/vi2448753433/�
http://www.imdb.com/video/screenplay/vi2046230809/�
http://www.youtube.com/watch?v=2efhrCxI4J0�
http://www.nsa.gov/careers/Media_Center/index.shtml�

What is |A (cont)?

Theory and Practice of Cryptography
http://www.youtube.com/watch?v=1z\VCrSrZIX8
There May be a Shortage of Cybersecurity Professionals

http://www.youtube.com/watch?v=MUPIMT2M|yk el

Lockheed Martin .HOW Cyber Security o i
http://www.youtube.com/watch?v=fhjFsWGcUm4&feature=retated

Whoa, That's Awkward (EDUCAUSE WINNER) - T z‘\\

httDZ//WWW.VOU'[Ube.COD’l/W&tCh?V:thL Dpo)(ﬁro&feature:\relzi&l\
Northrop Grumman Battlespace Comiand
http://www.youtube.comiwatch?v=WsWWekiskcWgé&fea
NSA,spy techniques (@ood background--pias messaging)-
http://v‘vy\AN.voutube.com/wﬂgh?v:48dRrNCiLu eature=
Lockheed Martin Security Intelligence Center
- http://W\/\AN.voutub‘gcomlwatch?v: phivOA&feature=ref®ed
United Statesuir Force-vaerspacMmain

http://WV\AN.voutube.com#v@:h?v:mzReraYmd

25
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http://www.youtube.com/watch?v=IzVCrSrZIX8�
http://www.youtube.com/watch?v=MUPlMT2Mjyk�
http://www.youtube.com/watch?v=fhjFsWGcUm4&feature=related�
http://www.youtube.com/watch?v=gtSIDpoX0r0&feature=related�
http://www.youtube.com/watch?v=WsWW6HskcWg&feature=related�
http://www.youtube.com/watch?v=48dRrNCjLus&feature=related�
http://www.youtube.com/watch?v=uSSBjpljvOA&feature=related�
http://www.youtube.com/watch?v=xeWnZRZrpaY&feature=related�

Other Videos

Robotics
@ Lockheed Martin HULC Exoskeleton
http://www.youtube.com/watch?v=kat8I5UM Vsé&feature=relatee -

Remove Cyber Security Removal Video -
How to remove bad videos/bots > —___

http://www.youttibe.com/watch?v=pM8bUOMHVE&feature=related—__
) o \
g - \\
Humorous October is cybersecurity awareness month--good example of w%

@  Cyber Security Awareness - Missouri S&T
http://vwvw.voutube.com/watch?v:XSMuaaWinJS&feature:relate‘d\ ~

4 > ‘
= T

@ CyberChallenge

g
http://www.uscyberchallenge.org/
= -

,\‘\‘\ "



http://www.youtube.com/watch?v=kat8I5UM_Vs&feature=related�
http://www.youtube.com/watch?v=pM8bU0MHVEI&feature=related�
http://www.youtube.com/watch?v=XSMuaaWjnJ8&feature=related�

Careers in IS/IA & Digital Forensics

@ Handout for Labor Stats and \a ety
Paths / > \%

@ hittp: Ilwww caree;gnestgg,gg
= 4\ ‘\F‘:\'\‘\‘\‘
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http://www.acinet.org/Occupations/select_occupation.aspx?next=occ_rep&level=&optstatus=111111111&id=1&nodeid=2&soccode=&stfips=&jobfam=�
http://www.acinet.org/Occupations/select_occupation.aspx?next=occ_rep&level=&optstatus=111111111&id=1&nodeid=2&soccode=&stfips=&jobfam=�
http://www.careeronestop.org/�

IT Security EBK:

IT Security Roles

Executive Functional Corollary
A Competency and Functional g
Framework for IT Security 3 & g - =
Workforce Development % & o F & 2 = a =
£ |2 s | s | . |23 | §E |2 | = | %
= = o @ = @ o o = o
S 3y = g = 5 S & = i 8
) . = & 2 =] w = o O g S ] o
Functional Perspectives e = E o E 1] o 3 o D us E
M - Manage o e o = = = = = = w a E
D - Design E s = 5 L 5 5 o 5 Ex: - o
| - Implement 5 | E3 | & £ & | 3| & 2 5 2
= - Fvaluate S E & = S = P = £ & &
1 Data Security M D D MiD D
E E E 1 E E E
2 Digital Forensics M D D
E E I
3 Enterprise Continuity M D D
E E 1 E
wr |4 Incident Management M D [n) [n) M D
P E E | E E | E
& 5 IT Security Training and Awareness M D D
- E E 1 E E
< |6 IT Systems Operations and Maintenance D DM D
E E E | I E
D |7 Network Security and Telecommunications D DI M:D
E’ E | 1 E
© |8 Personnel Security D D
o E E E I
2 |2 Physical and Environmental Security M D D
5 E E E E
3 10 Procurement D | M:D
o) E E E E E
— |11 Regulatory and Standards Compliance M D D M D
- E E E [ I i E
12 Risk Management M : D D M : D
E E E | I I E I E
13 Strategic Management DM D
E 1 E E
14 System and Application Security M D
E E | E I




Mapping Professional Specialist
Groups to Career Levels

Professional Specialist Group Model

Risk
Management [Technology |Architecture |Assurance [Management
Senior Executive CISO CTO CIO COO CAO CRO
ISM,ISD, Mgr
Manaaer/Director [l\)/llr’r/%?rs Development Manager Head of InformasoDr;rRlsk
anager/uirecto griu, Systems and Infrastructure Internal Audit g :
Consulting Consulting Mgr/Dir
Mgr/DIR
Expert Principal Senior Dev Senior Senior Sseizlﬁtr Principal
P Consultant Engineer Architect Architect Iy Consultant
Auditor
Sepec:|aI|.st Product/Program manager, Team Leaders, Account Sales managers
Managerial
Security :
o Security . : , , ,
Specialist Consultant Security Security Security Information Risk
: : Product . : :
Technical Business Designer Designer Auditor Consultant
Manager
Analyst
Sec_urlty Segurlty Secgrlty Information Risk
Entrant Analyst Deverloper Designer Designer Auditor .
: : : Trainee
Trainee Trainee Trainee




Career Levels and Traditional Paths

Senior Executive
ClO; CISO; CTO; CRO:; COO

LB L}

EXPERT MANAGER/DIRECTOR

Principal Consultant; Consulting Manager/Director; Information
> Senior/Chief Architect: Security Manager/Director; Head of
= : Security Audit; Information Risk
a Senior Security Auditor; Etc. Manager/Director; Operations
o3 Manager/Director
Q Specialist (Technical/Business
c
) Security Consultant; Security
5 Designer/Architect; Security Auditor; Speciag\:t) (Management)‘ Project Manaqer;
L i gram Manager, Team Leader;
> Information Risk Consultant; Security Account Manager: Sales Manager:
@ Product Manager; Business Analyst ger. gen
5 ’ Marketing Manager
g)
3 .
>_

ENTRANT

ﬁﬂj‘gtsg Tg’;“R Security Analyst; Security Developer; Security Administrator; Trainee

Framework Information Risk Consultant; Security Product Sales; Etc.



Our Education Problem

Problem: The U.S. is not producing enough computer scientists and CS degrees

» CS/CE enroliments are down 50% from 5 years ago!
» CS jobs are growing faster than the national average?

MNewly Declared BS Undergraduate Majors Growthin STEM Jobs b'j' 2014

25000 35

30 4
20000 2 5 1

20 4
13000 1 5 4

10—

15
10000 5 4 10
|:| 4 = T >
STEM Jobs Watural  Enginesring Mathematical
s e} e
o W % W W W % W e % Total Sclence Sclence
Taulbee Survey, CRA Bureau of Labor Statistics

e National Collegiate Cyber Defense Competition (NCCDC)

4 Provides a controlled. competitive environment to assess a student's depth of
understanding and operational competency.

e U.S. Cyber Challenge (High School)

+ DC3 Dagital Forensics Challenge. CyberPatriot Defense Competition. Netwars Capture-
the-Flag Competition

Taulbee Survey 2006-2007, Computer Research Association, May 2008 Computing
=1OINELATI( | Research News, Vol. 20/Mo_ 3
~ e 2Micholas Temrell, Bureau of Labor Statistice, STEM Cccupations, Cccupational Outlook
MAIANAA Quarterly, Spring 2007
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